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ABSTRACT

The rapid advancement of technology and digitalization has significantly accelerated product and
service creation cycles, reducing time and costs. In manufacturing, robots streamline recruitment and
training, while in the service sector, businesses can scale globally without geographic constraints.
Management and technical decisions are increasingly guided by artificial intelligence (AI) and the
Internet of Things (IoT), integrating digitalization into both household and business tasks. However,
this technological progress has also led to carelessness and over-reliance on technology. Despite
benefits like increased efficiency, cost reduction, and scalability, the associated risks of digitalization are
often overlooked by entrepreneurs. Dependence on continuous digital workflows means that any
failure can cripple entire systems, leading to financial losses, halted processes, staff panic, reputational
damage, and legal issues. This study aims to identify the key business assets within SMEs most
vulnerable to cyber threats and to emphasize the importance of building cyber resilience. Through a
literature review and content analysis, we categorized SME assets into seven areas: Digital
Infrastructure and Systems, Cybersecurity and Intellectual Property, Business Operations and
Continuity, Reputation and Compliance, Financial and Economic Impact, Risk and Resilience
Management, Human Resources and Customer Relations. The findings highlight the necessity for
Small and Medium-sized Enterprises (SMEs) to develop robust cyber resilience strategies to protect
these critical assets.

Keywords: digitalization, cyber resilience, business assets, cyber vulnerabilities, asset management.

1. Introduction

With the advancement of technology and the digitalization of production and business processes, the cycles
for creating products and services have accelerated, significantly reducing both time and production costs.
In manufacturing, robots are increasingly replacing humans, streamlining recruitment and training processes.
In the service sector, businesses can now scale up and offer services without being constrained by
geographic location. Management decisions are increasingly informed by processed information, with
artificial intelligence and predictions derived from big data analysis. Similarly, technical decisions are guided
by artificial intelligence (Al) and the Internet of Things (IoT). Digitalization has swiftly integrated into our
lives, simplifying tasks at both household and business levels, while we continue to be fascinated by new
inventions and the speed of information processing. However, the conveniences brought by technological
progress in the era of Industry 4.0 have also led to a certain level of carelessness and over-reliance on
technology.

Despite the numerous benefits of digitalization, such as increased efficiency, cost reduction, and the ability
to scale businesses globally, it is crucial to consider the associated risks. The convenience and speed of
digital processes often lead entrepreneurs to overlook potential downsides. The heavy reliance on
continuous digital workflows means that any failure can temporarily cripple the entire system.
Entrepreneurs may face substantial financial losses, halted work processes, statf panic, reputational damage,
and legal complications.
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This study raises important questions for reflection: what key business assets can small and medium-sized
enterprises afford to lose? Amid the daily operational processes, do entrepreneurs consider what they might

lose? The focus is often placed on generating revenue, rather than on contemplating potential losses.

The research object of this study is the business assets of small and medium-sized enterprises (SMEs) that
are vulnerable to cyber threats.

The aim of this research is to explore which business assets in SMEs are most vulnerable to cyber threats
and highlight the importance of cyber resilience in protecting these assets.

Research Tasks are as follows:

e Identify the key business assets at tisk in SMEs.

e Examine the importance of cyber resilience.

To achieve the research goal, this study will employ a literature review and content analysis approach. This
will involve gathering insights from existing research and analyzing data from various business sectors
regarding cyber resilience. The study will synthesize the findings to provide a comprehensive understanding
of the cyber risks faced by SMEs.

The central research question (RQ) guiding this study is: "What types of business assets are most vulnerable
to cyber threats in SMEs?"

2. Research Methodology

The study employed the Scopus database for literature selection, conducting searches across publication
titles, abstracts, and keywords.

1. Initially, the search was filtered using the keyword "cyber AND resilience," yielding 3,969
documents.

2. Subsequently, the search was refined to include only open-access documents, resulting in 1,288
articles.

3. Further narrowing focused on documents written in English, identifying 1,277 relevant articles.

4. Adding the keyword "assets" further narrowed the focus to 63 relevant documents.

There were no restrictions on the publication year. Upon further examination, it was found that not all 63
papers provided the necessary information. As a result, content analysis was conducted based on 29 relevant
papers, with additional publications identified through citation tracking within the selected papers.

The content analysis process involved categorizing assets based on the selected articles, which allowed for
the identification of asset categories and the assessment of their frequency and specific relevance. To gain
a deeper understanding of each category, additional searches were conducted in Scopus. These searches
used the keyword "cyber resilience" along with specific categories of interest.

3. Results

Twenty-nine relevant publications were analyzed to identify categories of SME assets exposed to cyber risks
and threats. Assets vulnerable to cyber risks typically involve digital or cyber elements that can be targeted
or compromised, potentially leading to disruptions, financial losses, reputational damage, or other adverse

consequences.

Content analysis was employed to determine these categories. This method, which is both systematic and

involves quantitative and qualitative analysis, helps to understand the presence, meanings, and relationships
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of specific words, themes, or concepts within the texts. Through this process, the context, patterns, and
trends within the literature were discerned.

Due to the publications' content analysis, twenty-four categories were identified:

Smart contracts;

Micro-payment infrastructure;

Distributed energy resources (DERs);

Blockchain;

Intellectual property;

Branding secure products;

Simulation-based disruption management systems;
Cloud-based manufacturing execution systems (MES);

R RN A e

SCADA systems (Supervisory control and data acquisition);
. Supply chains;

—_ =
— O

. Company's staff;
Digital Twin (DT), Cyber Range (CR);

. Company reputation;

—_ e e
Sl

Customer requirements and interests;

—_
o

Regulatory and legal repercussions;

—_
(o

. Financial losses;

. AI/ML systems;

. Cyber-Physical Production System (CPPS);

Internet of Things (IoT), Industrial Internet of Things (11o0T);
Third-party risks;

N NN — = =
=~ S0 »

. Interrupt business / production processes;

N
N

CPS systems (cyberphysical systems) / Robotic Autonomous Systems (RAS);

[\
W

. Sensitive Information;
24. 1T infrastructure (applications, network, processes and data).

Additionally, four categories that are not typically considered assets were identified:

Environment;
Monetary benefits from users;

el e

Measuring resilience;
4.  Communication disruption.

These categories, although not traditionally classified as assets, involve aspects that are indirectly affected
by cyber risks or are less directly related to conventional business assets vulnerable to cyber threats. These
four items can be appropriately categorized based on their nature and typical considerations in the context

of cyber risks:

e Environment: This can be relevant under *Regulatory and Legal Repercussions* (if
environmental regulations are impacted by cyber incidents) or *Supply Chains* (if
environmental factors influence supply chain resilience and continuity).

e Monetary benefits from users: This falls under Financial losses because any disruption or
compromise of monetary transactions or benefits from users due to cyber incidents can lead
to financial losses.

e Measuring resilience: This would typically be considered under *Measuring Resilience Itself*,
as it directly pertains to evaluating and improving an organization's ability to withstand and

recover from cyber threats.
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e Communication distuption: This directly relates to *Interrupting business/production

processes® because distuptions in communication systems can severely impact a business's

ability to operate and fulfill its functions.

Furthermore, in the study, these four categories are marked with an asterisk (*).

Table 1: Categorized Assets from the Publications, Numbers of Mentions, and References (created by the

authors)

Asset Categories Facing
Cyber Threats

Number of Mentions

References

IT infrastructure (applications,
network, processes and data)

21

(Ahn et al., 2024; Al-Hawamleh,
2024; Ali et al., 2023; Al-Kadhimi
et al., 2023; Alqudhaibi et al., 2023;
Alsabbagh & Langendorfer, 2023;
Arenas et al., 2023; Aslan et al.,
2023; Awouda et al., 2024; Bécue et
al., 2020; Blum, 2020; Campean et
al., 2021; Giirdiir Broo et al., 2022;
Hossain et al., 2024; Lee et al.,
2020; Mustafa et al., 2023a; Ribeiro
et al., 2021; Saeed et al., 2023;
Sarker et al., 2024; Tabish & Chaur-
Luh, 2024; Wai & Lee, 2023)

Sensitive Information

17

(Ahn et al., 2024; Al-Kadhimi et al.,
2023; Alqudhaibi et al., 2023;
Alsabbagh & Langendorfer, 2023;
Arenas et al., 2023; Aslan et al.,
2023; Bécue et al., 2020; Blum,
2020; Campean et al., 2021;
Hossain et al., 2024; Lee et al.,
2020; Petrenko & Elvira, 2019;
Ribeiro et al., 2021; Saeed et al.,
2023; Tabish & Chaur-Luh, 2024;
Tariq et al, 2023; Youssef &
Boudriga, 2022)

CPS systems (cyberphysical
systems) / Robotic Autonomous
Systems (RAS)

15

(Alsabbagh & Langendorfer, 2023;
Aron & Sgarbossa, 2023; Awouda
et al., 2024; Bécue et al., 2020;
Blum, 2020; Campean et al., 2021;
Giirdir Broo et al., 2022; Hossain et
al., 2024; Lee et al., 2020; Mitchell
et al., 2021; Moraitis et al., 2023;
Park et al., 2023; Ribeiro et al.,
2021; Tabish & Chaur-Luh, 2024;
Tariq et al., 2023)

Interrupt business / production
processes

13

(Ahn et al., 2024; AL-Hawamleh,
2024; Al-Kadhimi et al., 2023;
Alqudhaibi et al., 2023; Aron &
Sgarbossa, 2023; Bécue et al., 2020;
Blum, 2020; Lee et al., 2020;
Mustafa et al., 2023; Park et al.,
2023; Ribeiro et al., 2021; Saeed et
al., 2023; Tabish & Chaur-Luh,
2024)

Third-party risks

12

(AL-Hawamleh, 2024; Al-Kadhimi
et al., 2023; Alqudhaibi et al., 2023;
Alsabbagh & Langendorfer, 2023;
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Asset Categories Facing
Cyber Threats

Number of Mentions

References

Arenas et al., 2023; Aslan et al.,
2023; Bécue et al., 2020; Blum,
2020; Campean et al., 2021,
Hossain et al., 2024; Mustafa et al.,
2023a; Youssef & Boudriga, 2022)

Internet of Things (IoT),
Industrial Internet of Things
(IToT)

12

(Ahn et al., 2024; Ali et al., 2023;
Alqudhaibi et al., 2023; Alsabbagh
& Langendorfer, 2023; Awouda et
al., 2024; Blum, 2020; Hossain et
al., 2024; Moraitis et al., 2023;
Petrenko & Elvira, 2019; Ribeiro et
al., 2021; Tariq et al., 2023; Wai &
Lee, 2023)

Cyber-Physical Production
System (CPPS)

11

(Ahn et al., 2024; Alqudhaibi et al.,
2023; Alsabbagh & Langendorfer,
2023; Aron & Sgarbossa, 2023;
Blum, 2020; Giirdiir Broo et al.,
2022; Lee et al., 2020; Moraitis et
al., 2023; Park et al., 2023; Ribeiro
et al., 2021; Wai & Lee, 2023)

AI/ML systems

11

(Ali et al., 2023; Bécue et al., 2020;
Blum, 2020; Campean et al., 2021;
Giirdiir Broo et al., 2022; Lee et al.,
2020; Mitchell et al., 2021; Mustafa
et al.,, 2023a; Petrenko & Elvira,
2019; Sarker et al., 2024; Tabish &
Chaur-Luh, 2024)

Financial losses

10

(AL-Hawamleh, 2024; Al-Kadhimi
et al., 2023; Alqudhaibi et al., 2023;
Arenas et al., 2023; Blum, 2020;
Mustafa et al., 2023a; Ribeiro et al.,
2021; Saeed et al., 2023; Wai &
Lee, 2023; Youssef & Boudriga,
2022)

Regulatory and legal
repercussions

(Al-Kadhimi et al., 2023;
Alqudhaibi et al., 2023; Arenas et
al., 2023; Blum, 2020; Campean et
al., 2021; Hossain et al., 2024; Lee
et al., 2020; Mitchell et al., 2021,
Mustafa et al., 2023a)

Customer requirements and
interests

(AL-Hawamleh, 2024; Al-Kadhimi
et al., 2023; Alqudhaibi et al., 2023;
Arenas et al., 2023; Blum, 2020;
Campean et al., 2021; Saeed et al.,
2023; Youssef & Boudriga, 2022)

Company reputation

(AL-Hawamleh, 2024; Al-Kadhimi
et al., 2023; Alqudhaibi et al., 2023;
Blum, 2020; Lee et al., 2020;
Mustafa et al., 2023a; Saeed et al.,
2023)

Digital Twin (DT), Cyber
Range (CR)

(Awouda et al., 2024; Bécue et al.,
2020; Giirdiir Broo et al., 2022; Lee
etal., 2020; Park et al., 2023; Sarker
et al., 2024)

Company's staff

(Al-Kadhimi et al, 2023;
Alqudhaibi et al., 2023; Arenas et
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Asset Categories Facing

Cyber Threats Number of Mentions References

al.,, 2023; Hossain et al.,, 2024;

Mitchell et al., 2021)

(Al-Kadhimi et  al,, 2023;

Alsabbagh & Langendorfer, 2023;

Hossain et al., 2024; Ribeiro et al.,

2021)

(AL-Hawamleh, 2024; Alqudhaibi

Measuring resilience (*) 4 et al., 2023; Blum, 2020; Campean

etal., 2021)

(Al-Kadhimi et al., 2023; Arenas et

*) 4 al., 2023; Blum, 2020; Saeed et al.,
2023)

(Alqudhaibi et al., 2023; Blum,

Environment (*) 4 2020; Campean et al, 2021;

Mitchell et al., 2021)

(AL-Hawamleh, 2024; Alqudhaibi

4 et al, 2023; Aron & Sgarbossa,

2023; Blum, 2020)

(Blum, 2020; Erdodi et al., 2022;

Communication disruption (*) 4

Monetary benefits from users

Supply chains

SCADA systems (Supervisory

Moraitis et al., 2023; Wai & L
control and data acquisition) 4 20323)1 s et al, S °e
E . (Aron & Sgarbossa, 2023; Aslan et
Cloud-based manufacturing 4 al., 2023; Park et al., 2023; Ribeiro
execution systems (MES) etal., 2021)
Simulation-based disruption 3 (Awouda et al., 2024; Bécue et al.,

management systems 2020; Park et al., 2023)

(Alqudhaibi et al., 2023; Blum,

Branding secure products 3 2020; Saced et al., 2023)
(Al-Kadhimi et al., 2023; Blum,

Intellectual property 3 2020; Saced et al., 2023)
Blockchain 3 (Lee et al., 2020; Mustafa et al.,

2023a; Petrenko & Elvira, 2019)

Distributed energy resources (Ahn et al., 2024; Erdodi et al.,

(DERs) 2022)
Micro-payment infrastructure 1 (Youssef & Boudriga, 2022)
Smart contracts 1 (Mustafa et al., 2023a)

To improve clarity and utility, we consolidated smaller categories into broader ones, refining their names
or codes where necessary. This approach grouped related items under common themes, making the data
easier to analyze and interpret. By merging smaller categories, we minimized redundancy and overlap,
ensuring that each broader category represented a cohesive set of elements. This process not only
streamlined the presentation of findings but also provided a clearer framework for understanding the
relationships between different assets within SMEs. Below are the refined, broader categories along with
their respective elements.
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Digital Infrastructure and Systems. This category encompasses all technological elements critical to the
digital operations of SMEs, with a focus on the integration of both physical and cyber components in
production and service delivery. It includes hardware, software, networks, and data systems that enable

businesses to function effectively in the digital space.

e  Smart contracts;

e Micro-payment infrastructure;

e Distributed energy resources (DERs);

e  Blockchain;

e (Cloud-based manufacturing execution systems (MES);

e SCADA systems (Supervisory control and data acquisition);

e Internet of Things (IoT), Industrial Internet of Things (I1oT);
e  Cyber-Physical Production System (CPPS);

e CPS systems (cyberphysical systems) / Robotic Autonomous Systems (RAS);
e [T infrastructure (applications, network, processes, and data);
e AI/ML systems;

e Digital Twin (DT), Cyber Range (CR).

Asset Categories Facing Cyber Threats

IT infrastructure (applications, network, processes and data)
Sensitive Information

CPS systems (cyberphysical systems) / Robotic Autonomous Systems (RAS)
Interrupt business / production processes

Internet of Things (IoT), Industrial Internet of Things (l1oT)
Third-party risks

Al/ML systems

Cyber-Physical Production System (CPPS)

Financial losses

Regulatory and legal repercussions

Customer requirements and interests

Company reputation

Digital Twin (DT), Cyber Range (CR)

Company's staff

Cloud-based manufacturing execution systems (MES)
SCADA systems (Supervisory control and data acquisition)
Supply chains

Environment

Monetary benefits from users

Measuring resilience

Communication disruption

Blockchain

Intellectual property

Branding secure products

Simulation-based disruption management systems
Distributed energy resources (DERs)

Smart contracts

Micro-payment infrastructure

0 5 10 15 20 25
Number of Mentions

Figure 1: Defined SME Asset Categories sorted by the number of mentions in the publications (created by the
authors)

Cybersecurity and Intellectual Property. This category combines the protection of intellectual property with
sensitive information, emphasizing the critical need to safeguard digital assets and proprietary knowledge
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from cyber threats. It underscores the importance of securing intellectual property rights, trade sectets, and
confidential data, ensuring that SMEs' valuable innovations and creations remain protected from

unauthorized access or theft.

e Intellectual property;

e Sensitive Information.

Business Operations and Continuity. This category focuses on maintaining operational integtity,

encompassing supply chains and systems to manage disruptions, and ensuring seamless business processes.

e Supply chains;

e Simulation-based disruption management systems;
e Interrupt business/production processes;

e Communication distuption (*);

e Environment (¥).

Reputation and Compliance. Combining reputation, regulatory issues, and product branding emphasizes

the external perception and legal adherence essential for maintaining market trust and compliance.

e Company reputation;
e Regulatory and legal repercussions;
e Branding secure products;

e Environment (¥).

Financial and Economic Impact. This category addresses the financial aspects of cyber risks, focusing on
both potential losses and economic benefits, providing a comprehensive view of the economic implications

of cyber threats.

e Financial losses;

e Monetary benefits from users (¥).

Risk and Resilience Management. This category includes elements related to identifying, measuring, and
managing risks, focusing on resilience against disruptions and third-party vulnerabilities.

e Measuring resilience (*);

e Third-party risks.

Human Resources and Customer Relations. This category combines internal staff and customer aspects,
focusing on the human elements essential for business operations and customer satisfaction.

e Company's staff;

e Customer requirements and interests.
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Human Resources and Customer Relations
.I\i‘izkﬁand Resilience Management

7 89/

lf:‘iﬁa‘r‘]cial and Economic Impact

Reputation and Compiance

11,2%

Digital Infrastructure and Systems
44 4%

Business Operations and Continuity
13,7%

Cybersecurity and Intellectual Property

9,8%

Figure 2: Merged Categories of SME Assets Facing Cyber Threats (created by the authors)

4. Discussion

This section delves into the concept of assets as identified in the existing literature. While some assets
received limited focus in our content analysis, their importance should not be underestimated. Given the
fast-paced evolution of technology, certain assets are still in the developmental phase, with relatively little
research dedicated to them. This study serves as an initial investigation into this area, highlighting the need
for further exploration and understanding as these assets continue to grow in relevance.

Throughout the research process, the list of references is likely to expand, which may lead to the emergence
of new asset categories while reducing the relevance of those that are currently frequently cited. Additionally,
categories may be merged, or new distinctions may arise within existing categories. As a result, the
conclusions drawn in this study should be seen as dynamic and subject to revision as future research
advances.

It is also important to acknowledge that the asset categories outlined below are not isolated; they are
intricately interconnected and mutually influential within a broader system. In practice, many studies address
multiple asset types concurrently within a single investigation. This interconnectedness highlights the
complexity of effectively managing digital assets. Understanding these interdependencies is essential for
developing comprehensive strategies that enhance cyber resilience and mitigate risks across all facets of
SME operations.

Smart contracts (SCs), a key component of blockchain technology, automate digital workflows and reduce
transaction costs for SMEs. However, they are susceptible to vulnerabilities such as arithmetic bugs and
reentrancy, which require careful selection of secure programming languages. The integration of SCs with
consensus algorithms in blockchain enhances both security and efficiency. This is particularly valuable in
applications like smart grids, which manage Distributed Energy Resources (DERs), as they face significant
cybersecurity challenges.

Blockchain's transformative impact goes beyond enhancing transactional efficiency, providing greater
security and resilience across various sectors, including healthcare and wireless sensor networks (WSNs)
(Faheem, Kuusniemi et al., 2024; Mustafa et al., 2023; Saari et al., 2023; Toub & Hajami, 2024). For SMEs,
blockchain-enabled micro-payment infrastructure ensures secure and efficient small transactions, fostering
operational stability and enabling micro-shopping (Youssef & Boudriga, 2022).

DERs play a pivotal role in enhancing energy resilience and cost-effectiveness for SMEs by integrating
them into smart grids to manage energy variability. Blockchain technology enables decentralized power
trading among microgrids, ensuring transparent and secure transactions that support sustainable energy

distribution (Ahn et al., 2024; Alasali et al., 2024; Anjimoon et al., 2024; Faheem, Al-Khasawneh, et al.,
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2024; Hseiki et al., 2024; Zubin ].B. et al., 2024). This integrated approach highlights blockchain's potential
to revolutionize SME operations by enhancing reliability and transparency in energy management.

Blockchain technology strengthens SME cybersecurity and operational efficiency by offering a
decentralized ledger for secure data storage and transactions. It promotes transparency, mitigates cyber
threats, and supports sustainable growth in competitive markets (Aidynov et al., 2024; Almasabi et al., 2024,
Anjimoon et al., 2024).

Cloud-based MES enhances SME manufacturing operations by providing real-time data and analytics,
which improves production efficiency and decision-making. Integration with cyber-physical systems
optimizes resource allocation and supply chain agility, thereby boosting operational resilience (Abdullayeva,
2023; Aron & Sgarbossa, 2023b; Moura & Hutchison, 2022; Saeed et al., 2023; Tharot et al., 2023).

SCADA systems are crucial for controlling industrial processes in SMEs, which are particularly vulnerable
to cyber threats due to their connectivity. To support secure Industry 4.0 transformations, robust
cybersecurity frameworks, including access controls and encryption, are essential for safeguarding SCADA
environments (Wai & Lee, 2023; Radvanovsky et al., 2013; Alqudhaibi et al., 2023; Kolosok et al., 2022;
Stanculescu et al., 2021; Birnbaum et al., 2020).

IIoT enhances SME operational efficiency and security by enabling real-time data exchange and automation
in manufacturing processes. Advanced security measures safeguard industrial data from cyber threats,
ensuring productivity and resilience in competitive environments (Radanliev et al., 2021; Sukiasyan et al.,
2022; Ali et al., 2023; Alasmary, 2023; Adouglid et al., 2024).

CPS and RAS enhance SME manufacturing efficiency and automation in Industry 4.0, integrating 1oT for
real-time data management. Resilient frameworks mitigate cyber risks, ensuring secure and productive
operations amid digital transformations (Espinoza-Zelaya et al., 2023; Cassottana et al., 2023; Adamos et
al., 2024; Segovia-Ferreira et al., 2024; Gallab et al., 2024; Bagozi et al., 2021).

AI/ML technologies empower SMEs with intelligent cybersecurity frameworks, detecting and mitigating
evolving cyber threats in real time. Neural networks and explainable Al (XAI) enhance security operations,
ensuring SME resilience in digital environments (Dari et al., 2023; Schmitt, 2023; Sarker et al., 2024).

Digital Twin (DT) technology enhances SME efficiency by virtualizing physical systems but poses
cybersecurity challenges. Robust security measures, such as encryption and threat detection, are crucial for
protecting DTs and ensuring SMEs capitalize on digital transformation securely (Siddique et al., 2023;
O'Connell et al., 2023; Allison et al., 2023; de Donato et al., 2023; Sarker et al., 2024).

Integrating smart contracts (SCs) with blockchain technology offers significant benefits for SMEs by
streamlining digital workflows and reducing transaction costs, despite vulnerabilities like arithmetic bugs
and reentrancy. This integration enhances security and efficiency in managing Distributed Energy
Resoutces (DERs) within smart grids, effectively addressing cybetsecurity challenges. Blockchain's broader
application across sectors such as healthcare and wireless sensor networks (WSNs) highlights its role in
improving SME cybersecurity, operational transparency, and sustainability. As SMEs adopt blockchain-
enabled micro-payment infrastructures and leverage cloud-based Manufacturing Execution Systems (MES)
and Industrial Internet of Things (IIoT), they strengthen operational resilience against cyber threats,
ensuring secure and efficient digital operations. The integration of AI/ML technologies and the
implementation of robust cybersecurity frameworks for SCADA systems, Digital Twins (DT's), and Cyber-
Physical Systems (CPS) further reinforce SMEs' capacity to thrive amidst Industry 4.0 transformations,

safeguarding against evolving cyber risks and fostering resilient growth in competitive markets.

The critical role of intellectual property (IP) as a valuable asset for SMEs, especially in the context of digital
twins (DTs) and cybersecurity, is well-documented in studies. DTs improve operations and resilience by
virtualizing physical systems, but they also introduce security risks by making IP more accessible and
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synchronized with physical counterparts. The rapid evolution of cyber threats calls for advanced
cybersecurity solutions, including explainable AI models that help understand system functions and
effectively mitigate risks. Protecting intellectual property against cyber threats is paramount for SMEs
utilizing digital technologies such as DTs and AI/ML. Enhanced monitoring and strategic cybetsecurity
measures are necessary to mitigate risks and ensure resilience in the face of evolving digital landscapes
(Moorte et al., 2011; Satker et al., 2024).

In discussing the significance of sensitive information, safeguarding this valuable asset becomes crucial for
SMEs, particularly in the face of growing cyber threats. The integration of advanced machine learning
algorithms plays a key role in continuous monitoring and real-time prediction of emerging cyber-attacks.
Conventional security measures often fall short against sophisticated tactics that exploit human
vulnerabilities, underscoring the need for resilient cybersecurity solutions. Furthermore, fostering trust in
cyber threat intelligence sharing and adopting intelligent technologies are vital strategies to mitigate risks
and protect sensitive data critical to daily business operations (Mugan, 2013; Shabut et al., 2016; Wagner et
al., 2018; Keenan, 2019).

A supply chain, which is vital for SMEs, encompasses an interconnected network of organizations,
resources, activities, and technologies, spanning from raw material sourcing to final customer delivery, thus
supporting efficient market competitiveness. The advent of the metaverse introduces transformative digital
landscapes that are reshaping supply chain and operations management (SCOM). This shift requires
adaptation to cyber-physical systems, digital supply chain twins, and Industry 4.0/5.0 concepts, which
integrate physical and digital chains to enhance operational coordination and resilience. Future research will
focus on improving visibility, computational capabilities for data analytics, and fostering digital
collaboration across these hybrid environments to drive innovation in processes and performance metrics
(Dolgui et al., 2023; Wallis et al., 2023; Marinagi et al., 2023; Aron & Sgarbossa, 2023; Alshurideh et al.,
2023).

A simulation-based disruption management system for SMEs is designed to enhance resilience against
disruptions such as natural disasters, economic crises, supply chain failures, and cyber-attacks. Specifically,
in the food manufacturing sector, advanced simulation models predict and simulate the potential impacts
of such disruptions. This enables proactive planning and collaborative decision-making among stakeholders,
including dairy farmers and wholesalers, to strengthen supply chain resilience (T'siamas et al., 2021).

Company reputation is crucial for SMEs, as it directly influences public trust and perceptions. Effective
cyber-resilience measures not only protect sensitive information but also help mitigate negative
consequences and enhance positive perceptions following cyber incidents, thereby safeguarding this
essential asset. The alarming rate of data breaches, exemplified by the theft of 22 billion records in 2021
alone, highlights the severity of the issue. When a data breach occurs, businesses often face public scrutiny
and blame, despite being victims themselves. This emphasizes the importance of proactive cyber defenses,
not only in protecting sensitive information but also in preserving the trust and reputation that are vital
assets for SMEs in today's digital landscape (Leroy et al., 2023; Toma et al., 2023).

Regulatory and legal repercussions are crucial for SMEs facing cyber threats, ensuring compliance with
cybersecurity standards and mitigating risks such as cyberfraud. These frameworks safeguard organizational
stability, reputation, and customer trust, guiding SMEs in implementing effective cybersecurity measures to
minimize financial losses and reputational damage (Saeed et al., 2023; Akinbowale et al., 2024).

The limited attention given to assets such as branding secure products, measuring resilience, third-party
risks, company staff, and customer requirements and interests in this study can be attributed to several
factors. Firstly, technical digital assets like cybersecurity tools and digital infrastructure often dominate
research priorities due to their direct impact on operational efficiency and security. These assets are
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perceived as critical in mitigating immediate threats, such as cyber-attacks, which are becoming increasingly
prevalent in today's digital landscape.

Secondly, the complexity and breadth of topics such as branding secure products, resilience measurement,
and third-party risks require nuanced methodologies and comprehensive data collection, which may not
have been fully addressed in this study. These areas often involve interdisciplinary approaches and
qualitative research methods to capture diverse perspectives and contextual nuances.

However, in future studies, these assets ate likely to receive more attention due to their strategic importance
in enhancing SME competitiveness and sustainability. Branding secure products, for instance, directly
impacts consumer trust and market positioning in an era where cybersecurity and product integrity are
paramount. Measuring resilience and understanding third-party risks are critical for preemptively addressing
vulnerabilities and ensuring robust supply chain management. Additionally, focusing on company staff and
customer requirements aligns with the broader goal of enhancing organizational resilience and customer

satisfaction, which are central to SME success in dynamic market environments.

Therefore, future research endeavors are expected to delve deeper into these areas, employing more tailored
methodologies to uncover insights that can inform strategic decision-making and operational practices in
SMEs. This will contribute to a more comprehensive understanding of how non-technical assets can
strengthen SME resilience, competitiveness, and long-term sustainability.

5. Conclusion

In this study, we conducted a literature content analysis of cyber risks and threats faced by SMEs, focusing
on the diverse categories of digital assets susceptible to vulnerabilities. Through content analysis of twenty-
nine relevant publications, we identified and categorized twenty-four asset types that are critical to SME
operations and at risk of cyber threats. These assets encompass a wide spectrum of technological
innovations and operational components, ranging from digital infrastructure and systems to intellectual
property and business operations. Our findings underscore the intricate interplay between these assets
within SME environments, revealing their susceptibility to cyber risks such as distuptions, financial losses,

and reputational damage.

While certain asset categories received extensive attention in our analysis, others, such as branding secure
products, measuring resilience, third-party risks, company staff, and customer requirements and interests,
were comparatively underexplored. This gap in research attention can be attributed to the complex nature
of these assets and the evolving dynamics of cyber threats, which require nuanced approaches and

interdisciplinary perspectives for a more comprehensive understanding.

Looking ahead, we anticipate a shift towards greater emphasis on these overlooked asset categories in future
research endeavors. The strategic importance of branding secure products, for instance, in enhancing
consumer trust and market positioning, highlights its relevance amidst increasing cybersecurity concerns.
Similarly, the need to measure resilience and manage third-party risks reflects growing awareness of supply
chain vulnerabilities and operational dependencies in SME ecosystems. The focus on company staff and
customer requirements aligns with broader efforts to strengthen organizational resilience and stakeholder
engagement, both crucial for maintaining competitiveness and adaptability in turbulent market conditions.

This study provides an initial framework for assessing and prioritizing cyber risks across various SME assets.
As we continue to refine our knowledge and methodologies, the goal is to equip SMEs with robust defenses

and strategic foresight, enabling them to navigate and thrive securely in the digital economy.
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