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Abstract. It has been challenging to establish stable data transfer and information exchange
in 5G UAV networks. This is because UAVs are frequently vulnerable to attack, which can
slow data transmission and compromise security. We believe that an Explainable Artificial
Intelligence (XAlI)-based Trustworthy Security Solution (TSS) for 5G-enabled UAVs would
be an effective method for resolving this issue. Our TSS-XAI technique employs XAl to
monitor and analyze 5G-enabled UAV network traffic in order to identify attacking nodes. By
comparing our TSS-XAI strategy to the previous approach to data detection, we were able to
determine its efficacy. Our research indicates that our method can locate attacking nodes at
least 98.4 percent of the time. By comparing our TSS-XAI method to AI/DL-based methods,
we were able to determine its efficacy. Our results indicate that our method is superior to
Al/DL-based methods. Overall, our TSS-XAI method is an effective way to enhance the
security of 5G-based UAV networks. It can help ensure the stability and security of data
transfer and information exchange.

Keywords: 5G, XAI, Unmanned aerial vehicle, Restricted Boltzmann machine,
Reinforcement learning.
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1. Introduction

As computer network architectures and 5G-enabled communication (Guo, W., 2020) technologies
change quickly, it becomes harder to use traditional security tools and methods to find flaws in 5G-
enabled UAV networks' security for route planning and detecting data that is being used to attack. Older
cryptographic systems are based on mathematical principles and theoretical limits on how much a
computer can do. When sensitive information needs to be sent over a channel that might not be secure,
these techniques are widely used. In traditional cryptography, it's hard to figure out how to share
encryption keys. All cryptographic algorithms can be roughly put into two groups: those with symmetric
keys and those with asymmetric keys. In symmetric key cryptosystems, both encrypting and decrypting
use the same key. But the Asymmetric Key Cryptosystem needs not just one key, but two: a key to
encrypt and a key to decrypt. Challenges include, but are not limited to, insufficient network monitoring,
a lack of attack data or patterns, and the complexity of software and hardware infrastructure. The UAV
security system keeps a log, keeps an eye on the network, and does some serious analysis to see if any
of the approved systems are being attacked. Both the misuse detection model and the anomaly detection
model need data from network logs. The quality of this data is very important to how well these security
and prevention systems for 5G-enabled UAVs work. We plan our routes using discrete points that match
grids on the map of the search area so that we can find attacks as they happen. As the UAV moves from
grid to grid, its speed stays the same (the next one). The amount of time you spend travelling depends
on how many grids you go through. The paths of the UAVs will always cross, no matter what. We can
rule out a crash because the UAVs aren't in the same place at the same time. But a collision avoidance
algorithm is needed to finish the path planning and attack data detection. The biggest problems that
none of the models we have right now can solve are finding problems and predicting collisions caused
by attacks. Traditional models also couldn't predict the new shortest routes because there were so many
problems with navigation. The proposed XAI model (Dazeley et al., 2021) makes it easier for a UAV
network with 5G to monitor and analyse traffic for attacking nodes using new shortest distance
measures. When putting Al models into production, XAl is a must-have for a 5G-enabled UAV. The
proposed method has the system collect important information about the environment before it
dynamically checks for obstacles. Next, 5G-enabled UAV nodes use dynamic attack data classification
and path reconstruction techniques to find random obstacles between the origin and the destination.
These proposed XAl are used to get around obstacles of any shape found in an analysis of traffic patterns
(Hodge et al., 2021). Also, a top-of-the-line A Reliable Security Solution for 5G that uses XAl Due to
the 5G network's low latency and high capacity, XAl processing can be spread out across the device,
the edge cloud, and the central cloud. This gives users a wide range of new and improved ways to
interact with systems. Figure 1 shows that an adaptive 5G-enabled UAV (Zhang et al, 2020; De Dutta
& Prasad, 2019) makes the right trade-offs in network security, leading to better network efficiency,
easier deployment, and better service quality.

o W

5G-Enabled UAV

Fig. 1: Basic Service Model For 5G-Enabled UAV
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The following sections provide significant contributions to this paper: Section II related work,
Section III XAI Basics and the need for XAl in a secure UAV network, Section IV proposed model and
algorithm and analysis results, and Section V conclusion and future work.

2. Related Work

Y. Su, et al., (2020) — For 5G UAV communication systems, proposes a revolutionary trust-based
security approach. Their proposed system enhances communication performance. Additionally, a trust
evaluation scheme for unmanned aerial vehicles (UAVs) is being created to assess their reliability.

Vlahogianni, E.I., et al., (2021) — Deep learning is used to identify traffic conditions based on
uncalibrated video recordings collected by unmanned aerial vehicles (UAVs).

Adrian Carrio et al., (2017) — The main issues with using deep learning in UAV-based techniques
are discussed.

K. Xiao et al., (2019) — Normal behavior models provide a position used to detect abnormal UAV
activities. According to the results of the studies, the proposed anomalous behavior detection technique
has a high level of accuracy.

F. Fu et al., (2021) — In urban contexts, this article addresses U2V communications with several
eavesdroppers on the ground.

Table 1: A Summary of the Methodology Used To Evaluate Ai/MI/DI Solutions For 5g-Enabled Uavs

S.N. Citation AI/ML/DL Security Level Evaluation approach
Solution
1 Bithas, Petros S etal.,  Machine Learning  Data analysis on 5G UAV-based
(2019) communications and
security
2 Basim Mahbooba et Explainable Large volumes of data reveal ~ Trust Management in IDS
al., (2021) Artififcal hidden patterns and weak
Intelligence signals.
3 Koumaras, H.; et al., Artififcal proof-of-concept 5G-enabled  Energy-Efficient
(2021) Intelligence UAV Opportunistic Networks
4 Gupta, Rajesh, et al., Artififcal 5G Communications and Secure Drone Networking
(2021) Intelligence blockchain
5 H. Kim, et al., (2020) Artififcal 5G Virtual Emotion Secure Autonomous
Intelligence Applications Vehicles, Drones, and

Smart Devices

3. Proposed Methodology

System stability, robustness, and confidence — It should be required for the certification of Artificial
Intelligence (Al) systems to thoroughly analyze the hazards of the Artificial Intelligence system’s
impacts on the environment. Consider the case of a self-driving automobile. The dangers involved are
the road users who may be harmed or killed if the automated system makes a single incorrect choice.
The task at hand is crucial, and the hazards involved are great. The accuracy of an XAl system is always
used to certify its quality when performing a categorization task. Neighboring data collection on Real-
time.

3.1. Trustable Security Solution

Even if the explain ability approaches can increase confidence, explanations inherently increase
trustworthiness since they provide information that helps to comprehend the model and its predictions.
While technological considerations might help with confidence and robustness, a user’s trust can also
be earned through methods other than objective measurements. A user’s trust in an Al system can be
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subjectively and objectively defined. Interactions between the user and the Al system could be crucial
in establishing confidence between the automated system and the user. Users will not trust automated
systems if they lack trust, especially while performing vital activities. For example, Al systems in
drones suffer from a lack of customer trust in the 5G enabled UAV (Viana et al., 2021). Such systems
may be plagued by a lack of feedback, explaining why the automated system took a specific action. In
semi-automated systems, these interactions are particularly crucial. When the Al is working against a
user or a business stakeholder, interactions are very critical. The user could look into why they does not
agree with the Al prognosis. Figure 2 shows the 5G-Enabled UAV security layer model.

1 1 Security
. Smart u - 5
DED::;::E“T <:> Layer (KA <_> RBML::§rG-RL < Application layer
5G-Enabled 5G-Enabled 5G-Enabled
UAV UAV UAV

Fig. 2: 5G-Enabled UAV Security Layer Model

3.2. XAI Model for RBM And Reinforcement Learning (RL)

In this study, an original integrated authentication and security model is developed and deployed in
XAl-based wireless networks to ensure safe data transfer between mobile, high-speed 5G-enabled UAV
(Wang et al., n.a) networks. This was done in order to ensure the safety of the data transfer between
these types of networks. During the process of conducting area and infrastructure monitoring, wireless
traffic networks are established and then monitored as part of the process. It is necessary to implement
an innovative security-based XAl path planning (Keneni et al., 2019) and attacking data detection model
in order to defend dynamic UAV networks against attacks from the outside.

Methods from RBM (Decelle & Furtlehner, 2021) and RL (Parak & Matousek, 2021) are utilised
in the XAl research field of DDoS attack detection, which is a subfield of the field of study known as
XAL It is possible to determine the probability of the hidden layer given the inputs for the visible layer
by using a conditional probability distribution. The same distribution can also be used to determine the
probability of the visible layer given the inputs in the hidden layer. This XAl can be utilised in a wide
variety of contexts, such as for dimensionality reduction, feature learning, classification, collaborative
filtering, and topic modelling. When compared to other learning methods for neural networks, RBM's
intralayer connections are more restricted. As a result, RBM's training is more effective, and the learning
process is completed more quickly. The RBM incorporates both an open module and a closed module
into its design. The visible layer is responsible for the training of the input features, while the hidden
layer is responsible for the processing of the inputs. In RBM, the bias-weighted connections between
the visible and hidden units are represented by a weight matrix that has binary values. This matrix
contains the weights of the connections. The weight matrix is subject to change in accordance with the
dynamic behaviour of the network. The softmax classifier located in the hidden layer is responsible for
assigning categories to the network traffic based on the target class. The RBM methodology can be
applied to goals that have either continuous or discrete value sets. Inputs such as traffic flow features
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and their respective threshold values are fed into an RBM's visible layer neurons from reliable network
measurements. These inputs come from the RBM's visible layer. The RBM's hidden layer performs
independent analysis of incoming traffic flows in a dynamic network environment, learning from the
inputs that are provided. Because of the restrictions on intra-layer connectivity, training and learning
for traffic flow detection that uses non-standard threshold values can take place more quickly and
efficiently. For the purpose of this study, RBM was applied to the task of determining the dynamics of
an attack's traffic flows.

This network, as far as RBM can tell, consists of two different nodes. In this particular scenario, we
are interested in "L" Evident units EU= (EU1,...,EUL) and "L" Hidden units HU= (HU1,...,HUM). The
weight matrix between hun and eul is denoted by WM = (WMLM), and ai and bj represent the bias
weights for the evident units and the hidden units, respectively.

Where, ENERGY (EU, HU) is the RBM deployed network’s energy configuration.
Weight matrix between two network nodes. = WLM

Bias unit of visible and hidden layers (am, bn). vim = The network’s visible unit.
M = The network’s hidden unit.

L M L M
ENERGY (EU,HU) = Z Z Wy LHUWEU, — Z amEU, — Z bnEUy,
j=1

i=1 i=1 =1

The following table provides a presentation of the probability distribution for both the visible and
the hidden layers of the structure. LPF is an abbreviation for "layer partition function," which describes
the layer in question. The constrained connections that exist between the intra layers make it possible
to use a speedier learning method when

HU 7T
Predicate i 1_[ sinmoid (b, +EUTW,,)
J=1

compared to energy-based models that were used in the past. This is because the intra layers are
constrained. This is the function of the predicate

1
PV, H) = e~VH)

Wi
WV

>

HU2 ﬁg::___::
5 =
) =
§ (Hu == EV2) T
- -
HUS ——] EUL

HUM JZ

Fig. 3: RBM Structure The Following Is An Illustration of The Probability Distribution of Both The Visible And
The Hidden Layers
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Predicate(EU,HU) = LPFe-(EUHU)

3.3. Q-Reinforcement Learning (QRL)

A trust performance indicator that is updated based on feedback tells the environment what the most
rewarding result is for any given observation (performance). This way of learning can be seen as a mix
of supervised and unsupervised training that indirectly controls prior knowledge of how a system should
work best, even though there isn't any direct training data that goes along with the results that are
wanted. Along with QL and Markov decision-making, RL is often used to solve, organise, and manage
problems. From inside a 5G-enabled UAV, a representative can connect to each service station to
improve QoS and find the best scheduling parameters. Advanced learning applications like power
control and optimization can be used in the physical layer of communication networks. We show how
to change the transmission power for model-free distributed strengthening learning by using Channel
State Information (CSI) and QoS indicators. To figure out the best way to use cutting-edge mapping
techniques.

w: States — Actions

What is it that the agent tries to optimize?

V”(Statest) = Rt+VRt+1+V2Rt+2 + = Z yiRt+10 S y < 1
t=1

The present benefit is more treasured than future rewards. Could you repeat that would happen if
the gamma labyrinth were set to 0? — a value function. Assume we have access to the optimum value
function,

m(States) =
ARGMAX x [R(States,Actions) + yV(6(States,Actions))]

[IP %4

We assume that we know what the reward will be if we perform action “a” instate
“s”:R(States, Actions)

We also assume we know what the next state of the world will be if we perform action““a” in state
States, ., = §(States,, Actions)

Q-Function: One approach to RL is then to try to estimate

V(States).

V(States) « max [R (States, Actions) + yV(6 (States, Actions))]

However, this approach requires you to know R(States, Actions) and §(States, Actions).

We have to apply a function that directly teaches good state action pairings, i.e., which actions
should we perform in this state. This is what we refer to as Q. (States, Actions). Executing the best
policy is now a piece of cake with Q, without knowingand delta
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m(States) = ARGMAX X Q(States, Actions)
V(States) = maxQ(States, Actions)

Q-Learning

Q(States, Actions) = R(States, Actions) + yV(é‘(States, Actions))
RiStates, Actions + ymaxQ (5 (States, Actions)Asctions)

R(States, Actions) and delta are always important Consider what happens if the drone explores
its surroundings and tries new approaches. It obtains an “R” reward at each stage and monitors the
surroundings change to a new condition before taking action. How can we use these observations to
learn a model?

Q(States, Actions) < R + ymaxQ(States, Action) seates'=satates,

This equation constantly estimates Q’s state for a single step, specifically time difference, according
to Q’s estimates (TD). Since it’s closer to the aim, it is more “confidence-inspiring.” The update of
estimations based on other estimates is known as bootstrapping. We make an update after each action
pair. Figure 4 shows the major advantages of 5G technologies enabled security modules.

Exploring pairs of activities tells us something useful. These are usually the most beneficial because
they are most likely to be found again.

UAV Relay 5G-Enabled UAV

Low coverage

Full coverage

Fig. 4: Major Advantages of 5G Technologies Enabled Security Modules

3.4. Classification of Sensors Data

5G-Enabled UAV (Ning et al., n.a) is already in use in various applications, including smart industry
catastrophe prediction, traffic control, and home and city intelligence monitoring. In today’s modern
environment, 5G-Enabled UAV devices would be much more in demand and visible. Different agencies
will increase their investments in data centers to save and analyze large volumes of data generated (Wu
et al., 2020) by 5G-Enabled UAVs. Companies can increase profit and capitalize on client preferences
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by integrating and adjusting to customized data. On a bigger scale, massive data and 5G-Enabled UAV
can be coupled with the government, and smart cities can be adopted to ensure improved lifestyles, time
consumption, finance, and energy use. In today’s living trends, everything is infused with technology.
Every organization, especially the government, has its own data center for storing traffic and criminal
data. It must be updated daily. When we examine traffic numbers closely, we see that it is significantly
more difficult. Figure 5 shows the Traffic analysis is a big issue in 5G-Enabled UAVs. The data center’s
technology combines traffic data (Garg et al., 2021) to keep the database up to date. To obtain a clear
image of the map. Massive amounts of data from a variety of 5G-Enabled UAVs and data are processed

in the same way.

Ve =5

o Estimate
? :|| > Training REM . Slltjueinf)ln__
e 9 v
[ Q-RL }

Bl -

MNetwork traffic Raw :
Datasets Freprocessing Untrusted Traffic
Detection

Fig. 5: Working of Proposed Model

Real
Situation

In meticulous the probability distributions (PD) of UAV data. Data received from the “i” UAV
PD = {PD,XNi=1)
The probability of density function will be f (C) from

FIPDYNi=1)

If you look closely at distributed and parallel data processing, you can see how data approaches can
be used in data centers. All of the entities in a decentralized ad hoc network are shown here. So, when
the 5G-Enabled UAV, the goal remains the same.

mingy fUV) = " f(4)

The arguments are X®, and “UV” is an unknown variable. And the function is the local variable,
and JV is the joint variable(JV). Equation 3 can be expressed as follows:

80



Goyal et al., Journal of Logistics, Informatics and Service Science, Vol. 11 (2024) No. 4, pp. 73-86

N
min UN; _UNy,JV = ming, f(UV) = Z fx(Ax)thereforAy =JV,X=1..N

X=1

Now that you know how 5G-Enabled UAYV analysis works let’s look at how different types of 5G-
Enabled UAV data sets are used in real-world applications.

The following fields can be found in the data of most devices:

* T Information on location, grouping, or proximity

* Temperature, voltage and output, rpm, speed, torque, and other device readings
* Timestamp

In the first instance, a single device is monitored, displayed, and alerted (Rojat et al., 2021). The
proprietors of a gadget are the subject of this application case.

Proposed Algorithm

1. Set all state-action pairs in the Q-table to zero.
2. Set the exploration rate (alpha), the learning rate (alpha), and the discount factor (gamma) (epsilon)
3. Define the state representation of the UAV's environment by taking into account things like location, speed, and nearby obstacles.
4. Specify the action representation that will be used by the UAV, such as moving in a variety of directions or carrying out various tasks.
5. Describe the function of the reward that gives Define the reward function that tells the agent what to do next based on how well obstacles
were found and the level of security reached.
6. Follow these steps to train the Q-learning agent:

a. Check out the current state (or states) of the UAV's surroundings.

b. Choose (a) based on the epsilon-greedy policy (with a chance of random exploration)

c. First, carry out the act (a), then record both the subsequent state (s') and the payoff (r) that you get.

d. Using the Bellman equation, bring the Q-value of the (s, a) pair up to date as follows:

Q(s, a) = Q(s, a) + alpha * [r + gamma * max(Q(s', a")) - Q(s, a)]

e. Transfer information from the current state to the next state's.

f. Iterate through steps b to e until convergence is reached or until a predetermined number of times has passed.
7. Implementing Trustworthy Security Solutions with XAI for Unmanned Aerial Vehicles That Have 5G Connectivity:

a. Develop a model for obstacle detection and avoidance using XAl techniques

b. Make sure the XAl model can justify its choices in a way that humans can understand.

c. Integrate the XAI model with the Q-learning agent to enhance decision-making in security-critical scenarios

d. Keep the XAI model up-to-date with fresh data and user feedback to ensure its continued credibility.
8. Test the trained Q-learning agent with the integrated XAI model:

a. Deploy the UAV in a simulated environment or controlled real-world setting

b. Evaluate the performance of the agent in detecting obstacles and maintaining security levels

c. Information about the agent's reasoning and the justifications given by XAI models should be gathered.
9. Continue the process of investigation and enhancement:

a. Examine the rationales provided by the XAl model to learn more about the UAV's actions and choices.

b. Determine if there are any holes in the security measures or ways they can be improved.

¢. Q-learning and XAI can be made more trustworthy and effective through iterative model refinement.

3.5. Results Analysis

The experiment is conducted using Python, Scala, and the XAI technology based on H20. Learning
libraries will be utilised to aid in the development and experimentation of the venture. This strategy will
utilise IBM Watson Studio, Anaconda Python, and the Scala and Python libraries. On NVIDIA GPUs,
probabilistic demonstrating and deep learning strategies for UAV Datasets will be practised. The
dashboard will continuously display data as graphs, lines, and tables, and Apache Zeppelin will retrieve
the data from the database. Using the framework architecture proposed, UAV screen data can be
continuously analysed.

After the experimental evaluation of new and established methodologies yielded fruitful results,
numerous findings for a broad range of parameters were reported. Earlier sections of the performance
evaluation examined the impact of operation and XAI state variables. The method achieved all UAV
dataset detail output metric targets, and the proposed structure was positive. However, the suggested
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solution was approximately 91 percent accurate. The proposed method, after a predetermined amount
of time, determines the faith of the remaining nodes. To this end, we proposed a D-ESN-based XAl
model for real-time optimization of multiple cellularly-connected UAV trajectories with minimal
latency and interference. We do not extract these features from the RBM in order to keep things simple;
instead, we use an input vector that specifies the positions and routes of nearby ground BSs and other
UAVs. In the presence of connectivity constraints, cellular-connected UAVs with Reinforcement
Learning (RL)-based path planning achieved more reliable wireless connectivity and lower latency.
Figure 6 depicts an evaluation of the proposed algorithm's performance for a range of UAV counts.
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Fig. 6: Varying Numbers of UAVs, Performance Evaluation of The Proposed Model

We evaluate the performance of the proposed Reinforcement Learning (RL) -based path planning
method for a variety of UAV densities in terms of the average rate per ground user equipment (UE).
We compare this method to the shortest path technique, which is the standard method for path planning.

Table 2 presents a comparison of the outcomes produced by a number of different algorithms. In
order to generate a comprehensive non-UAV dataset, we combined two primary data sources. This
dataset includes both live and non-live video traffic from popular services such as Google Hangouts,
Zoom, Skype, and YouTube. Second, the information is compiled with the assistance of a mobile
application that provides the user with the ability to create their own one-of-a-kind motion sequences.
Next, we gathered encrypted Wi-Fi data from a campus Wi-Fi network, which typically supports a wide
variety of traffic types including video streaming, social networking apps, VolIP, email, and web
browsing.

The data that we gathered came from a campus Wi-Fi network. Our approach ought to be able to
differentiate between UAV traffic and other types of traffic on the campus in the event.

Table 2: Performance Comparison of Different Algorithm

Model Execution time(m/s) Accuracy
Proposed Model (XAI) 341 94.31%
Q-RL 561 90.32%
RL 682 90.39%
RBM 820 87.12%
BPNN 1,320 86.64%
FFNN 1,420 85.65%
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That a UAV identification system is installed there. In order to record network traffic, Wireshark
must first be started in the promiscuous mode. Before the controller can release the command,
Wireshark has to be stopped, and the collected traffic has to be saved and labelled in accordance with
the command. This process is repeated until sufficient data traffic has been collected for each mode of
operation. Various modes of operation are described below.

On the other hand, the proposed solution keeps the XAI for the entire network, which makes it
challenging. Introduces situations for probabilistic authentication systems in which all techniques may
decide which node is trusted and identify the correct node.

Some of the approaches discussed in this survey were developed for A Trustable Security Solutions
using XAl for 5G-Enabled UAVs. XAl techniques for RBM and Reinforcement Learning (RL) were
developed for attacking data classification. 5G-Enabled UAV data must have unique (Vargas-Muiloz
et al., 2018) characteristics that can be leveraged to develop explainable methodologies particular to
RBM that are uniquely tailored to the attacking data classification field.

During classification (Chiba et al., 2016), most of the methods discussed in this survey indicate
which the model gives specific parts of the input data special attention. They don’t give the model any
credibility and address its flaws (Zempoaltecatl-Piedras et al., 2013). It could, however, be one method
to provide some explanations and boost system trust. Indeed, if a user or developer knows that the model
focuses on the essential bits of the input for a certain prediction, they can have more faith in the system.
As this research work illustrates, several explainable procedures can be used to Reinforcement Learning
(RL) in a model by providing insights (Shaikh & Sita, 2020). The goal of XAl is to gather attacking
network traffic information and gain a better knowledge of the model to establish confidence.

Nevertheless, the potential of the XAl field extends much further than simply the ability to promote
credibility (Chu et al., 2019). It is essential to make use of these techniques because of the light they
can potentially shed. Even the most difficult and abstract models have the potential to gain something
from the implementation of new training practices and metrics that are motivated by the idea of explain
ability. There is still a significant distance between where we are now and a fully operational XAl
system, despite the fact that we have made some headway in this direction. The XAl method does not
take into account interactions with the user or the developer, which are essential in order for the Al
system to be trusted

and utilized. At this time, the robustness of Al systems cannot be demonstrated through the use of
objective methods (Guo et al., 2021). It may be helpful to use interactive systems that provide
explanations and feedback in order to demonstrate to the user and the person making the decision that
the Al system can be trusted both objectively and subjectively.

4. Conclusion

When 5G technology is used with UAVs, there are a lot of security and privacy issues. This makes the
system vulnerable to a wide range of threats. It is now more important than ever to protect the 5G-
enabled UAV ecosystem's foundations from these risks. As a solution to these problems, many
encryption protocols have been made, such as those for "user authentication/device authentication,"
"access control/user access control," and "intrusion detection." To explain further, the study suggests
combining integrity verification with a new model for detecting and avoiding obstacles that is based on
XAI. By using Trustable Security Solutions and XAI (Explainable Artificial Intelligence) for 5G-
Enabled UAVs, the research aims to make the system more resistant to possible threats. It's important
to note, though, that the proposed method might not be able to handle the different integrity verification
and data security constraints that come with running UAVs in real time. So, it is suggested that research
be done on multi-level integrity verification and data security measures, which are meant to protect
dynamic UAVs from different kinds of attacks. With more research and development, this model could
be made to be able to classify the different kinds of obstacles that can be found in dynamic settings.
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Researchers can make 5G-enabled UAVs safer and more private by constantly improving and fine-
tuning them. This makes them safer, more efficient, and more resistant to new threats.
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