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Abstract. The escalating frequency and severity of cyberattacks in Indonesia pose significant 
challenges to national security, underscoring the necessity for a cohesive national approach to 
cyber crises. To address these contingencies, this study aims to formulate a National Cyber 
Crisis Task Force (NCCTF) using the Responsibility, Assignment, Consultation, and 
Informed (RACI) matrix approach. By conducting interviews with key stakeholders and 
reviewing exemplary practices, the study identifies 15 stakeholders within the NCCTF, 
categorized into technical and strategic levels. The RACI analysis delineates the specific roles 
and responsibilities of each stakeholder, with the President holding ultimate authority and the 
Head of the National Cyber and Crypto Agency (BSSN) chairing the task force. Additionally, 
the research proposes an organizational framework and operational procedures for the NCCTF, 
aligned with legislative prerequisites. The findings provide a framework for establishing a 
national cyber crisis task force in Indonesia, which can serve as a model for other countries 
facing similar challenges. Future research directions include exploring and categorizing cyber 
crises to further strengthen the task force’s effectiveness. 

Keywords: Cyber crisis, Crisis management, Incident Response, RACI Matrix Analysis, 
Task Force.  
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1. Introduction  
Cyberthreats represent a concrete manifestation of the challenges confronting Indonesia and the global 
community in the era of the Fourth Industrial Revolution and the Internet of Things (IoT). This period 
is characterized by the extensive integration of Internet connectivity into virtually all facets of human 
activity (Yerina et al., 2021). A cyber crisis occurs when critical infrastructure is damaged or exploited 
by an extraordinarily large-scale cyberattack, leading to severe damage, disruption of public activities, 
reputational harm, economic losses, and threats to national security (Prevezianou, 2021; Skierka, 2023). 
Ordinary incident management mechanisms cannot handle such situations, necessitating rapid 
institutional adaptation and coordination (Prevezianou, 2021). Cyber warfare has emerged as a 
significant social phenomenon within international relations, presenting formidable challenges to all 
nations in their efforts to construct global stability (Xu & Lu, 2021). In light of the escalating severity 
of cyber threats, numerous international platforms, encompassing both multilateral and regional forums, 
have prioritized cyber issues as a critical subject for discussion, necessitating consensus (Prabaswari et 
al., 2022). This indicates that the international community continues to make significant efforts to 
mitigate the catastrophic effects of disasters, particularly those caused by technology (Halizahari et al., 
2023).  

In recent years, the urgency of cybersecurity has evolved from an IT security concern to a national 
security issue for modern nations, encompassing ongoing diplomatic, financial, and political activities 
(Backman, 2021). Significant cyber incidents have unfolded throughout history, precipitating crises that 
have impacted various sectors, organizations, and even entire nations (Mott et al., 2023). Noteworthy 
examples include the WannaCry ransomware attack in 2017, which targeted thousands of organizations 
globally (Bahuguna et al., 2019), and the NotPetya cyberattack in the same year, initially aimed at 
Ukrainian organizations but which rapidly proliferated worldwide (Sufi, 2023). Additional incidents, 
such as the vulnerabilities discovered in Microsoft Exchange Server in 2021, further illustrate the 
pervasiveness of cyber threats (Shaked et al., 2023). Several countries have endured notable cyber crises, 
including the United States with the Equifax data breach and the SolarWinds supply chain attack, Iran 
with Stuxnet, and Ukraine, South Korea, and Estonia with Distributed Denial of Service (DDoS) attacks, 
among others (Lehto & Limnéll, 2021). Given this backdrop, the imperative for effective cyber crisis 
management becomes evident, underscoring the necessity to mitigate the repercussions of such 
incidents and safeguard critical infrastructure (Ezioni & Siboni, 2021).  

Cyberattacks in Indonesia have escalated significantly, especially after the COVID-19 outbreak, 
which markedly altered global internet usage patterns (Alawida et al., 2022; Santoso et al., 2023). 
According to data from the National Cyber Security Operations Center (Pusopkamsinas) of the National 
Cyber and Crypto Agency (BSSN), Indonesia witnessed approximately 1.28 billion traffic anomalies 
and cyberattacks between January 2022 and August 2023. From 2019 to 2023, Indonesia has been 
subjected to various cyber incidents. The most frequent incidents were data breaches affecting the 
Ministry of Education and Culture, Ministry of Health, Vote Commission, National Police, Bank 
Syariah Indonesia, National Worker Insurance, and National Health Insurance. In 2022, Bjorka claimed 
to have obtained 1.3 billion registration records of SIM cards from the Ministry of Communications 
and Information Technology, along with personal information about government officials, secret letters 
from the President and the National Intelligence Agency, as well as personal data of public figures. 
Bjorka also admitted to being the mastermind behind a series of data leaks since 2019 (Sutikno & 
Stiawan, 2022). In 2023, Bank Syariah Indonesia (BSI) experienced an outage from May 8th to 11th 
caused by Lockbit ransomware, rendering its banking services inaccessible (Uly Yohana Artha; 
Sukmana Yoga, 2023). This outage affected various channels, including direct services at branch offices, 
automated teller machines (ATMs), and mobile service applications. As a result, this incident caused a 
decline in stocks due to a domino effect that led to customer panic (Solikhawati & Samsuri, 2023).  

Notably, these significant cyberattacks have recently captured public attention, emphasizing the 
critical need for robust cybersecurity measures and infrastructure to mitigate such threats (Sutikno & 
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Stiawan, 2022). Moreover, this series of incidents has had substantial economic and reputational 
impacts, leading to a decline in public trust in the government and companies. Such major cyber 
incidents can even cause public unrest, threatening national security (Alawida et al., 2022). In response 
to these attacks, the government established a Temporary Special Data Security Team comprising the 
National Cyber and Encryption Agency (BSSN), the National Intelligence Agency (BIN), the 
Indonesian National Police (POLRI), and the Ministry of Communication and Information 
(Kemenkominfo). However, the roles and responsibilities within these teams have not been 
systematically defined, resulting in a situation where each institution shifts responsibility to others, 
thereby causing ineffectiveness in incident handling (Martha Warta Silaban, 2022). Consequently, the 
establishment of a dedicated national cyber crisis management team with a clear structure and defined 
functions has become an urgent necessity. 

In July 2023, the Indonesian government passed Presidential Regulation Number 47 of 2023 
regarding the National Cyber Security Strategy and Cyber Crisis Management to address increasingly 
significant cyber incidents (Presidential Bill No. 47/2023 : National Cyber Security Strategy and Cyber 
Crisis Management, 2023). Despite the enactment of Presidential Regulation Number 47 of 2023, there 
remains a lack of clarity regarding the composition and responsibilities of the cyber crisis task force. 
When an incident involves two or more functions, decision-making requires the consideration of 
multiple parties. Furthermore, effective Cyber Crisis Management requires collaboration among 
relevant stakeholders (Mott et al., 2023). Currently, BSSN is the sole actor responsible for maintaining 
national cyber security and handling all national-scale cyber incidents.  

Therefore, conducting this research to proactively address cyber crises becomes imperative through 
the establishment of a national cyber crisis task force involving all relevant stakeholders. This study 
aims to formulate a task force to address cyber crises, identify the necessary and relevant parties, and 
delineate their respective roles and responsibilities. To achieve this, the Responsibility, Assignment, 
Consultation, and Informed (RACI) method will be employed. The RACI method is most often used in 
the context of IT Governance (Matshaba & Nxozi, 2023) and can facilitate a clear delineation of roles 
and responsibilities among involved parties (Fitriani et al., 2023). By utilizing the RACI framework, 
this study seeks to elucidate the stakeholders involved and their interactions in forming a task force to 
effectively mitigate cyber crises in Indonesia.  

Prior research often lacks comprehensive frameworks for establishing national-level cyber crisis 
task forces. For example, research conducted by Boeke explains public and private partnerships in 
handling cyber crises in the European Union but does not detail their roles and responsibilities (Boeke, 
2018). Mikušová and Horváthová (2019) mentioned that one of the basic elements in anticipating crises 
is establishing a crisis management team, but this is not specifically designed for cyber crisis situations. 
Another study conducted by Lai and Cai (2023) highlights the urgent need for crisis management teams 
during the COVID-19 pandemic. Most research emphasizes the importance of forming a crisis 
management team; however, it has not specifically addressed the crisis management team, particularly 
in the context of Indonesia. By elucidating the roles and interactions of stakeholders within such a task 
force, our study aims to fill this gap and provide valuable insights for policymakers, practitioners, and 
researchers in the field of cybersecurity and crisis management. These identified roles and 
responsibilities will be benchmarked against established standards such as the NIST Special Publication 
800-61 Rev.2 and ISO 27305-2:2023, which provide comprehensive Computer Security Incident 
Handling guidelines. This comparison aims to ensure that the task force's operations align with 
international best practices and standards, enhancing the efficacy of cyber crisis management and 
recovery efforts. Ultimately, our research contributes to a more robust understanding of effective 
strategies for mitigating cyber crises and safeguarding national security in an increasingly digitalized 
world.  
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2. Literature Review 

2.1.Cyber Crisis Management  
The European Union Agency for Cybersecurity (ENISA) examines various definitions of cyber crisis. 
According to the European Union, a cyber crisis is an anomalous and chaotic circumstance that 
threatens an organization's strategic goals, credibility, or existence, making it an incident that strikes at 
the organization's core (Panagiotis Trimintzios; Razvan Gavrila; Makrodimitris Georgios, 2014). A 
cyber crisis represents a major threat to a system's core structure, principles, and norms in cyberspace, 
necessitating critical decisions under significant time pressure and uncertainty (Ezioni & Siboni, 2021). 
The Netherlands defines a cyber crisis as an IT-related problem affecting critical infrastructure that a 
standard crisis management organization cannot manage. In Czechoslovakia, a "cyber crisis" can be 
declared if the security of information systems is in jeopardy and could threaten national interests 
(Sergei Boeke, 2018). 

Cyber crisis refers to crises in general but within the cyberspace context. According to the USA 
Patriot Act, critical infrastructure includes systems and assets, both physical and virtual, that, if 
damaged, would affect national security, the economy, public safety, health, or a combination of these 
factors (Gultom et al., 2021). Based on the definitions provided, a cyber crisis is a cyber incident 
targeting national critical infrastructure that paralyzes essential business processes, threatens national 
interests, and creates uncertainty, necessitating urgent technical and strategic decisions. A cyber crisis 
begins with a cyber incident that escalates to an unusual scale and has a harmful impact on organizations 
and even countries (Dykstra & Orr, 2017). These crises can result in significant financial losses, 
irreparable damage to reputations, and disruptions to essential services. They may also involve 
compromised data, prolonged system outages, or threats to national security (Knight & Nurse, 2020).  

Advancements in crisis management have underscored the importance of effectively managing 
crises, emphasizing the significance of preparation through the implementation of a crisis management 
plan (Ezioni & Siboni, 2021). Cyber Crisis Management is a logical extension of Major Incident 
Management (Mott et al., 2023). When a significant event occurs, there is a clear flow of 
communication between Crisis Management and Incident Management, both upstream and downstream 
(Chandrasekar et al., 2021). The main goal of a Crisis Management Plan is to strengthen operational 
resilience and delineate the necessary involvement of national-level leadership during the event. A crisis 
management strategy prioritizes decision-making and communication concerning associated risks 
(Danet & Weber, 2020). Based on expert interviews and focus group discussions, it was determined 
that major incidents are prone to evolve into cyber crises when they result in substantial harm, economic 
repercussions, casualties, or a tarnished reputation for the government or nation, particularly if they 
impact critical public infrastructure. For example, a ransomware containment strategy may require 
temporarily or permanently deactivating vital infrastructure, which could result in revenue losses, 
diminished customer confidence, or disruptions in business services. The implementation of such a 
strategy is a strategic choice that the cyber crisis task force should carefully consider. 

2.2.Cyber Crisis Team  
Cyber crises primarily originate from technological sources, yet their impact extends across society as 
a whole. Therefore, it is imperative that companies are adequately prepared to effectively address such 
crises. The establishment of a proficient team of experts, tasked with policy planning, strategic thinking, 
oversight, and readiness for impending crises, is crucial to ensuring a heightened state of preparedness 
(Pearson & Mitroff, 1993). By leveraging such a team, prioritization should be given to the 
implementation of a crisis preparedness plan and conducting exercises that simulate real-world 
scenarios. To effectively prepare for a crisis, the crisis management team, in collaboration with 
employees and through active engagement in simulations of actual situations, must comprehensively 
assess the risks the organization may encounter throughout its current and upcoming life cycle (Deloitte, 
2016). 
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When a specialized team convenes with executives and stakeholders across all departments within 
the company, each department has the opportunity to identify risks within its respective domain, thereby 
mitigating the likelihood of potential incidents (Frykmer & Becker, 2023). Key personnel, who will 
assume critical roles as part of the cyber crisis team, must enhance their analytical abilities to (Ezioni 
& Siboni, 2021) : 

a. Better grasp, synthesize, and capitalize on intricate scenarios that may emerge; 
b. Identify and formulate intelligence needs using methodologies such as threat modeling; 
c. Acquire proficiency in tactical, operational, and strategic-level threat intelligence; 
d. Generate threat intelligence to detect, respond to, and counter focused and targeted threats; 
e. Familiarize themselves with diverse threat sources to gather adversary data and effectively 

utilize it to safeguard against competitors or malicious actors; 
f. Implement structured analytical methodologies applicable across various security roles through 

cross-organizational collaboration. 
In addition to internal organizational members, on a national scale, the cyber crisis team also 

comprises parties from external organizations, particularly related stakeholders from the government, 
private sector, and experts. As an illustration, the Government of the Republic of Croatia has established 
the "Operational and Technical Cyber Security Coordination Group," tasked with: 

a. Monitoring the security status of national cyberspace to detect potential threats leading to cyber 
crises. 

b. Issuing reports concerning the state of cybersecurity. 
c. Proposing action plans for addressing cyber crises. 
d. Undertaking other responsibilities outlined in the provided programs and activity plans. 

Representatives within this interdepartmental entity, the Operational and Technical Cyber Security 
Coordination Group, collaborate to ensure mutual access to operational information within their 
respective domains, facilitating coordinated responses during cyber crises (Control et al., 2018). Based 
on Presidential Regulation Number 47 of 2023 in Indonesia, this joint team is also known as a cyber 
crisis task force. 

The primary responsibility of the Cyber Crisis Task Force has transitioned to managing the crisis 
stage. This encompasses various tasks, including conducting cyber crisis management by identifying 
and analyzing the extent of electronic systems affected by cyber crises, isolating impacted systems, 
gathering and preserving evidence from affected systems, investigating and eliminating the root causes 
of cyber crises, fortifying unaffected systems, and collaborating with stakeholders to establish protocols 
for cyber crisis communication and information flow control to the public. Additionally, the task force 
undertakes efforts for cyber crisis recovery by restoring data or utilizing backup and alternative 
resources. Subsequently, it tests vital and supporting functions to ensure recovery objectives are met 
within specified timeframes, taking into account the amount of successfully recovered data and the 
functionality of restored vital and supporting functions. In the concluding phase, the task force submits 
a report to the President for evaluation to determine whether the crisis situation can be resolved or not 
(Presidential Bill No. 47/2023 : National Cyber Security Strategy and Cyber Crisis Management, 2023).  

2.3.RACI Method 
The RACI matrix is one of the commonly used tools in project management (Dwi et al., 2021). A widely 
utilized approach in defining stakeholder roles involves the application of interest and influence to 
categorize stakeholders through a "responsibility assignment matrix." This model assigns authority, 
thereby illuminating power dynamics by delineating roles within a task, project, or management 
endeavor. It was selected for this study due to its suitability in broadly categorizing the varying levels 
of significance in decision-making processes. This aids in maintaining order, transparency, and 
accountability in project implementation. Moreover, it is intuitive, easily comprehensible, and readily 
understood by individuals unacquainted with the RACI model. A RACI chart comprises four roles 
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(Hirmer et al., 2021): 
• Responsible: Who is responsible for performing or completing the task? 
• Accountable: Who owns, authorizes, and makes the ultimate decision for the task? 
• Consulted: Who can provide additional information or input during the task’s execution? 
• Informed: Who needs to be updated on the progress of the task? 

The application of the RACI framework within research contexts serves as a mechanism to 
explicitly define the areas of responsibility associated with each designated task, thereby enhancing 
production time efficiency (Hasle, 2023), supporting managerial decisions concerning energy project 
operations in Sierra Leone (Hirmer et al., 2021),  improving the cyber incident handling procedure 
within the Business Process Model and Notation (BPMN) model (Aguilar et al., 2023), and facilitating 
communication flow among diverse stakeholders (Trani et al., 2022).  

RACI is also frequently employed in the realm of IT governance, such as in delineating the tasks 
and accountability of managers in the development of interoperable health information systems 
(Matshaba & Nxozi, 2023), as well as in implementing the digital transformation roadmap for the 
Punjab Government (Sarwar et al., 2023). Furthermore, the RACI framework plays a pivotal role in 
identifying stakeholders within the Health Emergency and Disaster Management System, thereby 
enabling clear delineation of roles and responsibilities among involved parties (Fitriani et al., 2023). 
Despite previous studies exploring the roles and responsibilities of cyber crisis teams, there exists 
limited research on the application of the RACI matrix in this context, particularly within the Indonesian 
setting. 

3. Methodology 
This study employs primary and secondary sources, including observational data, interviews, and 
literature reviews, to conduct a qualitative analysis. While some qualitative studies may forgo the 
explicit use of a theoretical framework, they provide a descriptive exploration of the central 
phenomenon under investigation (John W. Creswell; J. David Creswell, 2022). Primary data were 
gathered via semi-structured interviews with five respondents from the BSSN, the Ministry of Defence 
(MoD), and IT security experts, using purposive sampling methods. This technique involves 
deliberately selecting respondents who possess the specific expertise for the research objectives. In this 
case, we targeted five individuals working in key positions and known for their expertise in 
cybersecurity and crisis management. All of them have worked in their field for more than 15 years, 
often speak at seminars and conferences related to defense and cybersecurity, and have held middle to 
top-manager positions. The interview data were analyzed using thematic analysis to identify key roles 
and responsibilities for the task force. Subsequently, in alignment with the study's objectives, the 
Responsibility, Assignment, Consult, and Informed (RACI) framework were utilized to develop an 
assignment matrix for every stakeholder in the Task Force. Using the conceptual model depicted in 
Figure 1, it is feasible to understand the interrelation of each data point within this research process, 
thereby facilitating the construction of the RACI Matrix. 

 
Fig 1. Research’s Conceptual Model (Dwi et al., 2021) 
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During the preliminary phase, data are collected and analyzed to identify the various responsibilities 
of the task force. This process is facilitated through the utilization of a Work Breakdown Structure 
(WBS) to delineate distinct tasks and responsibilities, which serves as a pivotal guide for defining the 
business process. The roles and responsibilities of each stakeholder are pinpointed through the 
assignment matrix, which is derived from the results obtained during the analysis of the underlying 
business processes. The gathered data include a detailed record of all involved parties, the 
organizational hierarchy, the work breakdown structure, and the schedule of activities. The data 
processing phase commences with a thorough review of business process documentation for each 
designated job position within the task force. Subsequently, an assignment matrix is formulated using 
the RACI Matrix Method, ensuring a systematic approach to defining and allocating responsibilities. 

Best practice references were examined to ascertain the prerequisites for roles, responsibilities, and 
participation within the task force, primarily focusing on the NIST Special Publication 800-61 rev. Two 
and ISO 27305-2:2016. These two standards emerge as the primary benchmarks frequently employed 
and serve as foundational guidelines in managing cybersecurity incidents (Tøndel et al., 2014). 
Additionally, secondary data utilized in this study are derived from comprehensive literature reviews 
of academic journals, best practices, and publications, alongside an analysis of relevant Indonesian 
government policy regulations. This diverse array of sources enriches the research by incorporating a 
broad spectrum of insights and regulatory frameworks pertinent to the study's focus. 

4. Analysis and Discussion 
While each crisis exhibits unique characteristics, they can be effectively managed through a structured 
approach and the implementation of essential measures before, during, and after their occurrence. As 
delineated in Presidential Regulation Number 47 of 2023, we have organized and classified the process 
into three distinct phases: pre-crisis, crisis response, and post-crisis. During the pre-crisis phase, the 
incident response protocol unfolds through sequential stages orchestrated by the organization's cyber 
incident response team, the sector-specific cyber incident response team, and the national cyber incident 
response team. Early detection of a cyber crisis entails issuing alerts to operators of electronic systems 
concerning the escalation of cyber incidents that may precipitate a full-fledged cyber crisis. Following 
a recommendation from the Head of the Indonesian National Cyber and Crypto Agency, the President 
declared the status of the cyber crisis and subsequently instituted a Cyber Crisis Task Force. 

The primary responsibility of the task force is to execute cyber crisis response activities until 
stability is restored. Subsequently, a comprehensive report on cyber crisis management is submitted, 
detailing the analysis outcomes and achievements of crisis management, along with recommendations 
for subsequent actions in managing cyber crises, to the President. Based on the cyber crisis task team's 
report, the President declares the end of the cyber crisis. The third stage in the cyber crisis management 
process is the post-cyber crisis phase. During this phase, the estimated value of damages and losses 
resulting from the cyber crisis is calculated, recovery costs are determined, and BSSN's response to the 
crisis is evaluated in collaboration with the system owner. Given this explanation, our focus will be on 
identifying the tasks and responsibilities that need to be undertaken by the task force and then comparing 
them with established standards such as NIST Sp. 800-61 rev.2 and ISO 27305-2:2016. 

4.1.Analysis of the RACI Matrix 
The conceptual model is employed to conduct a RACI Matrix Analysis, which identifies the 
stakeholders in a task force and their respective roles and responsibilities. An exhaustive narrative 
detailing the activities undertaken by the task force is encapsulated within the Statement of Work 
(SOW). This document clearly articulates the task force's objectives and operational framework, 
enabling potential vendors or stakeholders interested in contributing to the project to assess their 
capability to fulfill these requirements. The following is the statement of work for the task force: 

• Task Force Creator : President 
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• Title    : The National Cyber Crisis Task Force (NCCTF). 
• Profile   : Constituted to combat cyber crises at the national level, the cyber 

crisis task force comprises entities vested in national cyber crisis mitigation efforts and those 
directly involved in such efforts. 

• Location   : Jakarta, Indonesia. 
• Duration   : The task force's mission will be fulfilled once the President declares 

an end to the cyber crisis. 
• Description  : The NCCTF is tasked with facilitating the management of cyber 

crises. This encompasses the implementation of countermeasures, recovery processes, 
compiling reports on the situation, and the formal conclusion of crisis activities.. 

The Work Breakdown Structure (WBS) constitutes a methodical breakdown of all tasks necessary 
for project teams to attain the project's objectives (Kountur & Sari, n.d.). An indispensable facet of 
project management, the WBS elucidates the partitioning of the project's scope into manageable work 
packages. This fosters a methodical approach to project execution and streamlines the allocation of 
resources and responsibilities. The WBS, a case study on the NCCTF, is exemplified in Figure 2. 

 

Fig 2. Work Breakdown Structure of the NCCTF 

The Stakeholder Register holds paramount importance in project management as it serves to 
identify, assess, and categorize the stakeholders involved in the task force (Tumuhe & Kiguli, 2019). It 
offers a comprehensive overview of each role within the Stakeholder Register, thereby facilitating clear 
communication and the formulation of effective engagement strategies. The stakeholders engaged in 
the Task Force are categorized into Technical and Strategic Teams. The Technical Team bears 
responsibility for executing technical incident responses, while the Strategic Team oversees the 
coordination of cyber crisis management execution, ensuring a holistic approach to addressing and 
mitigating cyber threats (Gyllencreutz et al., 2020; Sittig & Singh, 2016). As part of the NCCTF's 
technical stakeholder—the incident response team—we adhere to NIST Special Publication 800-61 Rev. 
2 and ISO 27305-2:2023 as our guiding principles. These standards not only govern the operations of 
the technical response team but also outline the involvement of other groups, both internal and external 
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to the affected organization, that may be essential to the incident response process. A comparison 
between the guiding principles utilized and the proposed NCCTF is presented in Table 1 below. 

Table 1. Comparison of Best Practice and Proposed 
Stakeholders of NCCTF 

NIST Special Publication 
800-61 Rev. 2 

ISO 27305-2:2023 Proposed NCCTF 

Incident Response Personel : 
• Team Manager 
• Deputy Manager 
• Technical lead 
• Incident lead 
• Members of technical 

team (system admin, 
network admin, 
programming, 
technical support, 
intrusion detection) 

 
Expertise includes in Incident 
Response Team : 

• Management 
• Information 

Assurance 
• IT Support 
• Legal Department 
• Public Affairs and 

Media Relations 
• Human Resources 
• Business Continuity 

Planning 
• Physical Security and 

Facilities 

Incident Response Personel : 
• IRT Manager or team 

lead 
• Assistant Managers or 

Supervisors or Group 
leaders 

• Help desk or triage staff 
• Incident handlers 
• Vulnerability handlers 
• Technical writers 
• IRT Staff (policy, 

auditing, coordinating, 
advancing technical 
skills) 

 
Representatives from internal 
organization can include :  

• Top 
Management/Business 
managers 

• Representatives from IT 
• Representatives from 

legal department 
• Representatives from 

HR 
• Representatives from 

PR 
• Physical Security 
• Audit and Risk 

Management specialist 
• Any law enforcement 

liaisons or investigators 
• General representatives 

from the constituency 
 
External interested parties can 
include: 

• Contracted external 
support personel 

• Other CSIRTs 
• Service Providers 

NCCTF Personnel :  
• Head Of Task Force 
• Deputy Head 
• Help Desk 
• Incident Response 

Team 
• Vulnerability Handlers 
• Technical Writers 
• The Leader of the 

Affected Organization 
• Information 

Assurance/Audit and 
Risk Management 
Specialist 

• IT Technical Support 
• Legal personnel, Law 

Enforcement Liaisons, 
Or Investigator 

• Public Affairs and 
Media Relations 

• Business Continuity 
Planning Team 

• General 
Representatives from 
The Constituency  

• Physical Security  
• Others CSIRT 

Organization 
• General Public 
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• Law enforcement 
organizations 

• Emergency authorities 
• Appropriate 

government 
organizations 

• Legal personnel 
• Public relations or 

Media 
• Business partners 
• Customers 
• General Public 
• Technical Support 

 
As outlined, the Stakeholder Register for the National Cyber Crisis Task Force has been 

meticulously compiled, as depicted in Table 2. Drawing on insights gleaned from expert interviews, we 
have also identified the specific institutions or organizations assigned to each role within the task force. 
Public or private institutions can fulfill the allocation of these positions, contingent upon the 
requirements and objectives of the task force at any given time. This flexibility ensures that the task 
force's composition can adapt to the diverse and dynamic nature of cyber crises, leveraging the unique 
capabilities and resources of both sectors to effectively manage and mitigate such incidents. In addition 
to public-private partnerships, involving external parties such as professional experts, as explained in 
Table 1, and other CSIRTs(domestic or/and international) is crucial, especially during escalated cyber 
crises requiring additional resources. For example, research by Skierka (2023) found that during the 
2017 eID Crisis in Estonia, networked cooperation and collaboration capital were instrumental. Estonia 
established the eID working group comprising government entities, IT manufacturers, infrastructure 
operators, end users from various organizations and sectors to manage the crisis. Furthermore, Estonia 
sought assistance from the European Union’s CSIRT and experts for consultation and technical support, 
resulting in the successful restoration of eID services through collective collaboration.  

Table 2. Stakeholder Register 
NO. STAKEHOLDER ASSIGNED 

ORGANIZATIONS 
STAKEHOLDERS 
CATEGORY 

1 Head Of Task Force Head of National Cyber Agency 
(BSSN) 

Strategic 

2 Deputy Head Deputy Head of National Cyber 
Agency 

Strategic 

3 Help Desk National CSIRT  Technical 
4 Incident Response 

Team 
Joint Operation by National 
CSIRT, Sectoral CSIRT, 
Organizational CSIRT 

Technical 

5 Vulnerability 
Handlers 

Joint Operation by National 
CSIRT, Sectoral CSIRT, 
Organizational CSIRT 

Technical 

6 Technical Writers Task Force Secretariat Technical 
7 The Leader of the 

Affected 
Organization 

The Leader of the Affected 
Organization (Leader of 
Affected Vital Infrastructure) 

Strategic 

8 Information 
Assurance/Audit 
and Risk 

Public: Ministry of 
communication and 
information, BSSN 
Private: expert auditor 

Technical 
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Management 
Specialist 

9 IT Technical 
Support 

Public: Ministry of 
communication and 
information, BSSN 
Private: ISP vendors, Telco 
vendors, IT vendors.  

Technical 

10 Legal personnel, 
Law Enforcement 
Liaisons, Or 
Investigator 

Public: Appointed personnel 
from legal bureau, prosecutor, 
police, National Intelligence 
Agency 
Private: expert lawyer 

Strategic 

11 Public Affairs and 
Media Relations 

Public: appointed spokesperson 
Private: media support 

Strategic 

12 Business Continuity 
Planning Team 

Public: Ministry of 
communication and 
information, BSSN 
Private: ISP vendors, Telco 
vendors, IT vendors.  

Technical 

13 General 
Representatives 
from The 
Constituency  

Business Partners and 
Customers 

Strategic 

14 Physical Security  MoD, National Army, National 
Police 

Strategic 

15 Others CSIRT 
Organization 

International or domestic 
CSIRT partners 

Strategic 

16 General Public General public Strategic 
 

4.2.Structure of the Task Force Organization 
The organizational structure plays a pivotal role in project management (Rieger & Tjoa, 2019), 
elucidating the interaction between the strategic and technical teams in addressing cyber crises 
(Mubarok et al., 2020). It also delineates the extent of authority, communication supervision, and 
coordination and collaboration mechanisms among each team. This clarity is indispensable for ensuring 
efficient task execution, with explicit directives and a streamlined process for decision-making and 
problem-solving. Despite the absence of a defined structure for the task force in Presidential 
Regulations No.47/2023, the need for an organized framework is undeniable. Consequently, we have 
proposed an organizational structure that aligns with the roles and responsibilities outlined within the 
regulation. Figure 3 illustrates a structure aimed at enhancing the task force’s capacity to manage cyber 
crises by fostering robust coordination and collaboration between its technical and strategic levels, 
thereby ultimately enhancing the overall response to cyber incidents. 
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Fig. 3. National Cyber Crisis Task Force Structure 

Following the establishment of the organizational structure, the next step involves defining the 
Activity List, formulated based on the stipulations of the regulations and insights garnered from 
interviews. The Activity List serves as a comprehensive guide for task force members, clarifying the 
scope of work and detailing job responsibilities for every phase of cyber crisis management. This 
document is instrumental in clarifying the expected outcomes, procedures, and responsibilities, enabling 
members to execute their tasks clearly understanding their roles and the objectives to be achieved. 
Through this systematic approach, the task force is better equipped to navigate the complexities of 
handling cyber crises efficiently and effectively (Dwi et al., 2021). Table 3 illustrates the activity list 
undertaken by the NCCTF. 

Table 3. Activity List 
Function List of Activities Appointed Actors 

Leadership • Organize and direct activities  
• Establish the working team and define the 

crisis scope, setting up the national cyber 
crisis center. 

• Submit the final report to the President. 

Head of BSSN and 
High-Level leaders 
from MoD 

Strategic 
Level 

• Assign guidelines and select working team 
representatives. 

• Engage domestic and international 
stakeholders.  

• Receive operational updates and 
disseminate information through the 
situational center. 

Ministerial Level 
Committee 

Recovery 
Support 

• Identify, assess, and isolate compromised 
systems. 

• Re-test critical and supporting functions. 

BSSN, 
Kemenkominfo and 
working level 

If necessary, involve experts. Experts 
Assist in incident recovery if required. CSIRT partners 
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Joint 
investigation 

• Investigate and eliminate the sources of 
crises. 

• Gather and preserve evidence. 

Working team 
 

• Conduct digital forensics, take legal 
actions, raise public awareness, and 
collaborate with domestic and 
international stakeholders. 

POLRI 

• Implement regulations, prosecute 
offenders, and advocate the government’s 
stance. 

Prosecuting attorney 

• Conduct counterintelligence; collect, 
analyze, and share CTI (cyber threat 
intelligence); attribute incidents to state or 
non-state threat actors. 

BIN 
 

Involve expert forensic investigators, 
lawyers, or detectives if required  

Experts 
 

Assist in the incident investigation process if 
necessary. 

CSIRT partners 

Business 
Continuity 

• Strengthen unaffected systems. 
• Implement crisis communication 

procedures and manage public 
information releases. 

• Recover data using backups. 

Working team 

• Support backup and DRP infrastructures. Kemenkominfo 
• Coordinate defense assets to ensure 

critical business operations continue. 
MoD 

• Provide protection for critical 
infrastructures. 

POLRI 

• Support physical protection for critical 
infrastructures. 

• Assist in deploying defense resources as 
reserves.  

National Army (TNI) 
 

• Provide expertise in information 
assurance. 

Auditor 

Help Desk • Receive reports, assist with technical 
issues, track tickets, and maintain security 
systems. 

Appointed working 
team 

National 
Cyber Crisis 
Situational 
Center 

• Supervise and manage operations.  
• Make strategic decisions, communicate 

effectively, analyze data, monitor 
situations, and report as necessary. 

Head of Task 
Force/Deputy Head 
and Ministerial level 
committee 

Provide crisis updates. Appointed 
spokesperson 

Draft final reports on cyber crisis handling. Technical 
writer/Secretariat 

4.3.Graphical Results 
The explanation below details the outcomes of establishing the Stakeholder Assignment Matrix for the 
NCCTF. 
4.3.1.  Activity Diagram Context 
An activity diagram is a graphical tool that utilizes various symbols to represent the stepwise 
progression of multiple tasks, elucidating the interconnections among distinct processes within an 
activity. As a potent instrument for exhaustively delineating a process, an activity diagram integrates 
squares, diamonds, and other geometric figures interconnected by arrows to symbolize different 
elements of the process. Through the amalgamation of flow lines and symbols, activity diagrams 
effectively convey the dynamics of an operation, facilitating a comprehensive understanding of the 
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workflow and interactions inherent in an activity (Dwi et al., 2021). The activity diagram in Figure 4 
describes how the workflow of the NCCTF has been identified.  
4.3.2. RACI Matrix. 
After conducting interviews and reviewing regulations, Table 4 presents the RACI matrix results, 
identifying the specific roles and responsibilities of each stakeholder in the task force. The matrix 
reveals that the President holds the ultimate authority, while the Head of BSSN chairs the task force. 

TABLE 4. RACI MATRIX RESULTS 

N
o Activity Pr
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Ex
te

rn
al

 e
xp

er
ts

 

1 Establish a task 
force ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

2 Organize and 
direct the task 
force 

♦ ♦
♦ 

♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

3 Establish 
working level ♦ ♦

♦ 

♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

4 Create 
working-level 
representative
s 

♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

5 Providing 
guidelines and 
strategy to 
working level 

♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

6 Decide the 
parties 
involved 

♦
♦ 

♦
♦ 

♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

7 Recovery 
supports ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

8 Joint 
investigation ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

9 Business 
Continuity 
Process 

♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

10 Make final 
report of cyber 
crisis 

♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

11 Provide 
updates on 
crises to the 
public 

♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

12 Receive 
reports of 
incidents  

♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

13 Receive final 
reports and 
end the cyber 
crisis status 

♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ ♦ 

♦: Responsible,  ♦: Accountable, ♦: Consulted, ♦: Informed 
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Fig.4. Activity Diagram of NCCTF 

4.4.Discussion 
This research employs the RACI approach in preparing the Cyber Crisis Task Force, as mandated by 
Indonesia's regulations. Each element of the RACI matrix is established by delineating the roles and 
responsibilities designated to individual stakeholders throughout the business process (Trani et al., 
2022). The Indonesian NCCTF was formulated using the RACI matrix method, categorizing 15 
stakeholders into strategic and technical groups. The government institutions involved include BSSN, 
the Ministry of Defence, the Ministry of Communication and Information, the National Intelligence 
Agency, the Prosecutor, the National Army, and the National Police. Non-governmental involvement 
can be facilitated by CSIRT partners and experts. 

The ultimate authority resides with the President, who possesses the prerogative to determine the 
imposition and termination of cyber crisis status. The task force is chaired by the Head of BSSN, while 
the deputy head of the task force may be selected from the Ministry of Defence, given the close nexus 
between cyber crises and national security and defense (S Boeke, 2016), which falls under the primary 
purview of the Ministry of Defence (DPRRI, 2002). Furthermore, at the strategic level, representatives 
from each executive of the relevant Ministries, including Ministries from vital sectors affected by 
massive cyber-attacks, such as the Ministry of Defence and the Ministry of ICT, are included. The 
Ministry of ICT oversees ICT resource utilization, infrastructure management, and personal data 
protection. The Attorney General provides legal counsel and addresses legal considerations that may 
arise during cyber crises, while the National Police addresses cybercrime elements and anticipates their 
impact during such crises. The National Army contributes insights into conducting cyber operations 
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and maintaining national order, whereas the State Intelligence Agency furnishes intelligence related to 
cyber threats. This committee serves as a platform for interagency coordination, facilitating expedited 
decision-making processes grounded in comprehensive considerations (Ezioni & Siboni, 2021). 
Additionally, apart from its strategic role for executives, this agency also serves as a contributor at the 
operational level by engaging its personnel as active members in operational tasks.  

The operational aspect in this scenario is primarily managed by a unified CSIRT consisting of 
CSIRT entities from the affected agencies, the CSIRT sector, and the National CSIRT. At this level, 
the operational team functions as a cohesive unit to address technical facets of cyber crises (Sergei 
Boeke, 2018). Should the collaborative efforts of this amalgamated CSIRT prove insufficient, they can 
seek assistance from other CSIRTs, both domestically and internationally, with established 
collaborative agreements (Ramluckan et al., 2019). Additionally, as an auxiliary measure to mitigate 
the cyber crisis, the task force may also solicit support from relevant experts, encompassing strategic, 
managerial, technical, and legal expertise, among others (Staves et al., 2022).  It is anticipated that the 
delineation of NCCTF members and their responsibilities will constitute one of the preparatory steps 
for confronting the threat of cyber crises in the future, thereby establishing a secure and adaptable cyber 
domain. The proposed structure of the task force, featuring strategic and technical teams, aligns with 
best practices identified in prior studies (e.g., Ezioni & Siboni, 2021). Nevertheless, the efficacy of this 
framework within the Indonesian context remains untested, warranting further research to examine its 
implementation and outcomes. 

5. Conclusion 
This study contributes to the burgeoning field of research on cyber crisis management by proposing a 
framework for establishing a National Cyber Crisis Task Force in Indonesia. Utilizing the RACI matrix 
approach, the study identifies key stakeholders, roles, and responsibilities essential for an effective 
response to cyber crises. The findings underscore the significance of collaboration between strategic 
and technical teams, as well as the involvement of both public and private sector entities. 

The proposed organizational structure and workflow of the NCCTF offer a practical guide for 
policymakers and practitioners in Indonesia and other nations grappling with similar challenges. By 
clearly defining the roles and responsibilities of each stakeholder, the NCCTF can ensure a 
synchronized and efficient response to cyber crises, thereby minimizing damage and bolstering national 
security. 

Nonetheless, the study acknowledges the limitations of its approach, including the necessity for a 
more comprehensive delineation of roles and responsibilities and the potential for unidentified 
processes. Future research endeavors could address these lacunae by conducting more exhaustive 
interviews with a broader spectrum of stakeholders, particularly from the private sector and 
international spheres. 

Furthermore, the efficacy of the proposed NCCTF framework requires validation in real-world 
scenarios. Subsequent studies could scrutinize the framework's implementation during actual cyber 
crises, assessing its strengths and weaknesses, and pinpointing areas for enhancement. Additionally, 
forthcoming research could explore communication protocols, business continuity processes, and the 
categorization of cyber crises to further fortify the task force's effectiveness. 

In conclusion, this study represents a significant stride towards fortifying Indonesia's national 
security through the proposition of a structured approach to establishing a National Cyber Crisis Task 
Force. By building upon this groundwork and addressing identified limitations and future research 
directions, Indonesia can cultivate a robust and resilient system for managing cyber crises, thereby 
safeguarding its critical infrastructure and citizenry. 
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