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Abstract. In daily online transactions, customers may disclose personal
information that others may use to invade privacy, such as sensitive information
such as IP address, email address, current physical location, and home or work
address. Worrying about compromised privacy can lead to negative behaviors such
as stopping transactions on an e-commerce site. Therefore, the objective of this
study was to analyze the influence of individuals' concerns about an organization's
privacy information practices (ICOPIP) on customers' online purchase intentions,
in which online trust is considered a mediating variable. The study adopted an
online questionnaire surveying 467 respondents aged 18 and over. Research results
show that ICOPIP positively impacts consumers' trust and purchase intention. In
addition, trust is a partial mediator in the relationship between ICIPIP and purchase
intention. The research results also contribute to some managerial implications for
online businesses.
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1. Introduction

Smartphones, mobile commerce, big data analytics, artificial intelligence (Al), and
the Internet of Things (loT) are all examples of how advancements in information
and communication technology (ICT) have raised the bar for our day-to-day
experiences. Advances in information technology hold great potential for businesses
as the Internet becomes a practical and efficient way of delivering services
electronically as health, education, and trade. While this may benefit providers and
consumers, collecting greater personal data is risky. The top worry of online users is
privacy owing to the sensitivity of personal information (Hong & Thong, 2013).
Furthermore, a recent study of 25 countries found that more than half of respondents
are more concerned about their online privacy than they were a year ago (Bricker et
al., 2018). According to a recent poll, 85 percent of businesses believe their
consumers have little control over how their personal information is utilized
(Accenture, 2018). Indeed, Individuals' Concerns about Organization's Privacy
Information Practices (ICOPIP) have grown dramatically due to the creation of a
hyper-connected network and modern technology and extensively reported data
breach cases (Conger et al., 2013). For instance, a data breach at Target revealed the
debit and credit card details of millions of consumers. More than 100 million
individuals may have stolen their identities due to the data breach at Equifax's
consumer credit reporting agency. Without the knowledge or consent of 87 million
users, Facebook sent their information to Cambridge Analytica in 2018. Concern over
the potential disclosure of personally identifiable information is a common source of
stress for individuals (Yun et al., 2019), which causes them to be hesitant to accept
new technology or use internet services. As a result, businesses must gain a solid
grasp of the nature and extent of ICOPIP in different settings.

ICOPIP may jeopardize their capacity to control personal information (H. J.
Smith et al., 1996). ICOPIP is defined by Belanger et al. (2002) as an individual's
desire to control data about oneself. In response to increased privacy concerns,
academics have looked at various ICOPIP - related problems (Preibusch, 2013).
However, researchers are often unaware of the study settings and conceptions that
must be investigated to make meaningful additions to the literature. This is because
researchers have varying interests and rely on a wide range of theories to investigate
the phenomena that ICOPIP is concerned with and because study environments and
constructs seem to evolve as technology advances. Because of this problem, efforts
to further ICOPIP concern research may be fruitless. In light of the growing body of
literature on ICOPIP topics, it is timely and important to reflect on the field's
historical development by reviewing works from the past that have dealt with similar
topics. Data like this would be invaluable to researchers in gauging the current state
of the literature, pinpointing research gaps, and focusing their efforts on areas that
have been overlooked or require more investigation.
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Many studies are especially interested in investigating how ICOPIP research has
changed regarding ICOPIP settings and research components. Researchers have
recently recommended an investigation into the circumstances of ICOPIP
(Mutimukwe et al., 2020; Yun et al., 2019; Zhang et al., 2018). In addition, it has
been stated that ICOPIP research is not based on a consistent theoretical paradigm
(Li, 2011), preventing academics from building a solid foundation for ICOPIP study.
First, knowing what kinds of contexts and theoretical frameworks have been tested
and how they have evolved is important. Trust and Purchase Intentions are two well-
known constructs in business research. Based on the S-O-R theory (Stimulus—
Organism—Response), trust can be seen as the buyer's perception of the privacy of
buying online, and the final response is the buying behavior as purchase intention or
loyalty. The stimulus was a personal concern about the organization's information
security practices. Loss of agency in financial dealings and privacy raises issues
(Dinev & Hart, 2003). If customers know that businesses have implemented policies
to protect their private information, they will have confidence in the business
(Dehghani Soltani et al., 2019; S. K. Lee & Min, 2021). The outcome of individual
concerns about an organization's information security practices and trust is the
intention to purchase goods on websites or e-commerce exchanges (Dehghani Soltani
etal., 2019).

This study explores the relationship between individual concerns about the
organization's privacy information practices, trust, and online purchase intention of
customers on e-commerce sites in Vietnam. From there, the study will propose
managerial implications for online businesses in Vietnam in order to improve the
initial trust, as well as the online purchase intention of customers. In addition to the
introduction, this study contains contents related to the theoretical basis and research
methods. The research results will be the basis for discussing and proposing
managerial implications for enterprises.

2. Literature review

2.1. Theoretical model

The SOR theory, presented by Mehrabian and Russell (1974), has gotten much
attention in numerous research domains over the last several decades because of its
intuitive and strong exploratory character in studying human behavior. According to
the idea, Response behavior (R), like avoidance or approach, is affected by emotional
Organism (O) and is preceded by environmental stimuli (S). Because of its broad
application, the researchers adjusted the SOR technique in the unique study setting
and integrated cognitive and emotional variables. The study's catalyst was personal
worry about the organization's privacy information policies. Privacy concerns stem
from a lack of control over transactions, particularly the flow of information.
Customers will have more trust in a company if they know it has rules to secure their
personal information. Individuals' intentions to acquire items on websites or via e-
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commerce exchanges result from their worries about an organization's information
security measures and trust. Figure 1 depicts the suggested research model.
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Fig. 1: Theoretical model.

2.2. Research hypotheses development

H. J. Smith et al. (1996) introduced the idea of ICOPIP. People's concerns about
organizations' information privacy rules were divided into four basic categories.
Among them include collection, Internal unauthorized secondary (internal), Improper
access (external), and errors. The worry that vast amounts of personally identifiable
information are being acquired and stored in databases is called a collection. Concern
that information gathered from individuals for one purpose is used for another,
secondary purpose (internally within the same company) without the people's consent.
Improper access refers to the problem of information about persons being freely
available to others who are not formally allowed to view or use this information.
Finally, the error concerns inadequate personal data protection solutions against
purposeful and inadvertent access.

Users' privacy concerns have grown in tandem with e-services as a delivery
mechanism since technological advancements have made it easier for businesses to
store, process, and profit from customers' personal information. This can lower
people's confidence in their ability to manage their private data and increase their
awareness of the risks associated with doing so (Featherman & Pavlou, 2003).
Because bad user perceptions hurt service provider reputations and may impede
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service delivery by reducing users' trust and willingness to give personal information,
service providers must have a deep familiarity with customers' privacy issues.

The previous study has also indicated that customers are more inclined to trust
organizations with their privacy information (Pl) when they perceive they have
control over their information (Chang et al., 2018; Taddei & Contena, 2013). A lack
of perceived control will reduce customer trust in a corporation (Liu et al., 2005). As
a consequence, this study proposed the hypotheses:

H1: Collection's PI perception impacts positively on the customer's online trust

H2: Unauthorized secondary use (internal) 's PI perception impacts positively on
the customer's online trust

H3: Improper access's Pl perception impacts positively on the customer's online
trust

H4: Error's Pl perception impacts positively on the customer's online trust

As stated by Stewart and Segars (2002), concerns about information privacy
impact behavioral intentions. They contended that a person with high levels of CFIP
would take proactive actions to decrease the probability of their privacy being
violated, such as deleting oneself from mailing lists, avoiding submitting personal
information online, and so on (Zhou, 2020). However, if customers know that the
business has a privacy policy, customers can confidently purchase on the website.
However, if customers know that the business has policies to protect their privacy,
they can confidently purchase on the website (Frik & Mittone, 2019). Hence, the
study proposes some hypotheses as follows:

H5: Collection's PI perception impacts positively on online purchase intention

H6: Unauthorized secondary use (internal) 's Pl perception impacts positively on
online purchase intention

H7: Improper access's Pl perception impacts positively on online purchase
intention

H8: Error's Pl perception impacts positively on online purchase intention

Several studies have shown that trust influences purchasing intentions toward
internet businesses favorably (Ha & Janda, 2014). Bock et al. (2012) demonstrated
that consumers' levels of trust play a crucial role in determining whether they would
use a website. Similarly, Dennis et al. (2010) argue that consumers' level of trust is a
major factor in deciding whether or not they will make an online purchase. Ha and
Janda (2014) revealed that consumers' trust in web-based e-commerce significantly
impacted their propensity to make purchases. Consumers who have faith in a
company are more likely to purchase on the website (J. Lee et al., 2011). A hypothesis
is offered in light of these data, which is as follows:

H9: Customer online trust impacts positively on online purchase intention.
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3. Research Method

This study applied the quantitative research method. All scales used to test the model's
dependent and independent variables were 5-option Likert-type, with 1 meaning
"completely disagree" and 5 meaning "completely agree." ICOPIP, including four
factors as Collection (COL), Unauthorized secondary use (internal) (USU), Improper
Access (IMA), and Error (ERR), were proposed by H. J. Smith et al. (1996); In
addition, this study modified VValdez's user trust scale (OT) (Valdez, 2021), and online
purchase intention (I1B) scale are applied based on Zhu et al. (2020).

For data collection, questionnaires were delivered online to personnel from
various occupations, ages, sex. For a variety of reasons, only 467 legitimate surveys
were received. According to Table 1, 51.6 percent of respondents are males, and 48.4
percent are female. Regarding age, most people fall into the categories corresponding
from 18 to 45 years old. The respondents are mostly office workers (25.1 percent),
lecturers (20.1 percent), government employees (19.9%), and the rest include
homemakers and students. The data collection method in this research was purposive
sampling. At the beginning of the questionnaire will be screening questions such as
"Have you ever made an online purchase?", "Have you been affected by improper
use of personal information?" and "Do you care about your privacy?". This process
will help filter the respondents and find the right respondents for the survey content.

Table 1. The respondent information.

Frequency Percent
Male 241 51.6
Gender
Female 226 48.4
18- 25 123 26.3
26 - 35 120 25.7
Age group

36 - 45 115 24.6
> 45 109 23.3
Housewife 81 17.3
Student 82 17.6
Occupation Office worker 117 25.1
Lecturer 94 20.1
Government 93 199

employee

This study analyzed structural equation models based on variance using the
partial least squares (PLS) method. The data was analyzed using smart-pls 3.7.
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For data collection, questionnaires were delivered online to personnel from
various occupation, age, sex. For a variety of reasons, only 467 legitimate surveys
were received. According to Table 1, 51.6 percent of respondents are males, and 48.4
percent are female. Regarding age, most people fall into the categories corresponding
from 18 to 45 years old. The respondents are mostly office workers (25.1 percent),
lecturers (20.1 percent), government employees (19.9%), and the rest include
homemakers and students. The data collection method in this research was purposive
sampling. At the beginning of the questionnaire will be screening questions such as
"Have you ever made an online purchase?", "Have you been affected by improper
use of personal information?" and "Do you care about your privacy?". This process
will help filter the respondents and find the right respondents for the survey content.

4. Results

This study followed the data analysis process proposed by Hair Jr et al. (2016). Firstly,
the evaluation of measurement models was the first step, and the research would
evaluate the structural model.

4.1. Measurement model assessment

The information shown in Table 2 is what is needed to begin verifying the
measurement model by establishing the items' dependability. This investigation
assessed all latent variables (reflective constructs) in mode A. All items' outer
loadings (OL) and the COL, ERR, IMA, USU, OT, and IB exceeded the minimum
threshold of 0.707 (Carmines & Zeller, 1979). Each of the constructs also had a
Cronbach Alpha (CA) and Composite Reliability (CR) of more than 0.7. Also, the
Average Variance Extracted (AVE) for the six components was larger than 0.5. In
this sense, all notions have validity and reliability.

Table 2: The reliability and convergent validity.

Construct CA CR AVE oL
COL 0.862 0.907 0.709 [0.796 - 0.911]
ERR 0.877 0.916 0.731 [0.851 - 0.858]
IB 0.814 0.878 0.643 [0.763 - 0.834]
IMA 0.881 0.926 0.807 [0.890 - 0.913]
oT 0.903 0.932 0.775 [0.868 - 0.914]
usu 0.929 0.95 0.825 [0.894 - 0.935]

Fornell-Larcker criterion and Cohen's kappa statistic were used to evaluate the
discriminant validity of the different constructs (latent variables). As shown in Table
3, the Fornell-Larcker criterion is strictly satisfied under all conditions. Diagonal
components represent the square root of the variance between the constructs and their
respective measures. The relationships between different constructions are the out-
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of-the-diagonal components. Discriminant validity requires that diagonal elements be
larger than off-diagonal ones.

Table 3: Discriminant validity.

Construct COL ERR 1B IMA oT usu
COL 0.842
ERR 0.374 0.855
IB 0.639 0.619 0.802
IMA 0.523 0.406 0.655 0.898
oT 0.452 0.473 0.642 0.53 0.88
uSu 0.438 0.442 0.693 0.469 0.496 0.908

4.2. Evaluation of structural model

The structural model's path coefficients, f? value, R? values, and Q? test were analyzed,
along with their signs, sizes, and statistical significances. Bootstrapping with 5,000
replicates was used to get the t-statistics for the data, confidence intervals, and the
significance of the associations, as advised by Hair Jr et al. (2016).

In Table 4, R?g suggests 74.9% of IB's change from COL, ER, IMA, USU, and
OT; hence, this is a good predictor for IB. Moreover, all effect sizes (f?) were larger
than 0.02; this result pointed out the relevance of COL, ERR, IMA, and USU with IB
and OT, as well as the relationship between OT and IB. The Q? values are larger than
zero, which emphasizes the model's predictive power. Finally, VIF values were less
than 2, which means there are no collinearity issues in this model.

Table 4: 2, R?, Q?, and VIF.

? 5 VIF )
Construct B oT R B oT Q
CoL 0.143 0.021 1.534 1.502
ERR 0.152 0.06 1.434 1.353
IB 0.749 0471
IMA 0.1 0.079 1.703 1.577
oT 0.061 0.414 1.707 0.315
usu 0.245 0.052 1.561 1.483

To Table 5, because all direct impacts are significant and positive, the data
validates all of the model's assumptions.

Table 5. Path coefficient and hypotheses result.

Relationship B Std. Deviation t-value Hypothesis Result
COL->0T | 0.136 0.054 25 H1 Accepted
Usu->0T | 0.213 0.059 3.614 H2 Accepted
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Relationship B Std. Deviation t-value Hypothesis Result
IMA->0T | 0.271 0.054 4.975 H3 Accepted
ERR->OT | 0.218 0.05 4.33 H4 Accepted
COL->1B | 0.235 0.041 5.708 H5 Accepted
usu -> IB 0.31 0.039 7.892 H6 Accepted
IMA->1B | 0.207 0.046 4.524 H7 Accepted
ERR -> IB 0.234 0.045 5.193 H8 Accepted
OT ->1B 0.161 0.041 3.971 H9 Accepted

4.3. Mediating role of online trust

In addition to the results in table 5, the significant relationship between four factors
forming ICOIP and OT; and the relationship between OT and IB was confirmed. The
research result in Table 6 also showed that through online trust, the influence of
ICOPIP on online purchase intention is reduced although the relationship is still
statistically significant, specifically as follows, BcoL->ot->18 = 0.022 (t-value = 0.035),
BerrsoT>ie = 0.035 (t-value = 0.012), Bimasor-ie = 0.044 (t-value = 0.006),
Busu-sor->is = 0.034 (t-value = 0.003). Hence, online trust is the mediator in the
relationship between ICOIP and IB.

Table 6: Specific indirect effects of ICOIP on IB.

B Standard Deviation T- value
COL->0OT->1B 0.022 0.01 2.104
ERR->0OT ->IB 0.035 0.014 2.518
IMA ->0T ->IB 0.044 0.016 2.746
USuU -> 0T -> IB 0.034 0.012 2.965

5. Discussion

According to Solove (2007), business information practices (or inadequate
organizational privacy policies) may lead to a wide range of privacy difficulties
relating to customers' worries about the confidentiality of their personal information,
providing the foundation for a more nuanced understanding of the concept of privacy.
However, consumer studies concentrating on individual behaviors are
overwhelmingly prevalent in the privacy literature, whereas research on information
practices from an organizational viewpoint is mostly absent (Smith et al., 2011). The
data collecting and transmission process have various blind spots, including whether
people may exert meaningful control over their information in all settings. The
inference is that privacy management is not merely an issue of human behavior, but
rather an integral part of institutional framework, as seen by prevalent trends in the
business and nonprofit sectors. Strong correlations were shown between ICOPIP,
online trust, and e-commerce buyers' propensity to make a transaction.
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Firstly, this result pointed out that four dimensions of ICOPIP have positive
impact on online trust; in particularly, (1) collection ( = 0.136, t-value = 2.5), (2)
Unauthorized secondary use (internal) (B = 0.213, t-value = 3.614), (3) Improper
Access (p =0.271, t-value = 4.975), (4) Error (p = 0.218, t-value = 4.33). Therefore,
hypothesis H1 was accepted in 95% of the confidence level; H2, H3, and H4 were
supported at the confidence level of 99%. The Error and Improper access's privacy
information perception has a stronger impact on online trust than the rest. In many
cases, customers will have many trusts if they understand that the enterprise system
is safe, has high security, and does not easily lead to errors for other objects to
penetrate (Tang et al., 2008). Besides, decentralizing access rights or security when
accessing to ensure privacy also increases customers' trust in online service providers.
Decentralization will prevent access to private data (Radulescu, 2018) improperly.

Furthermore, four private information protected perception factors also directly
affect customers' purchase intention. In which, unauthorized secondary use (internal)
(B = 0.31, t-value = 7.892), and collection (p = 0.235, t-value = 5,708) strongly
influence customers' online purchase intention. Beside, Improper Access (f = 0.207,
t-value = 4.524), and Error ( = 0.234, t-value = 5.193) have also positive effect on
the online purchase intention. Thus, all hypotheses from H5 to H8 are supported with
a significant level of 1%. The influence of ICOPIP on purchase intention differs from
its effect on online trust. Customers will have a higher purchase intention if they know
that the business collects their information properly (Radulescu, 2018) and the
business does not use the collected data for purposes other than sales purposes, such
as advertising (Jibril et al., 2020; Mardjo, 2019).

Finally, online trust was confirmed to impact online purchase intention positively
(B = 0.161, t-value = 3.971); hence, hypothesis H9 was accepted. Customer trust has
been proven to influence their purchase intention greatly. Online shoppers' trust in
website-based e-commerce statistically affects customers' purchasing intentions
(Khoa, 2021). A high level of trust leads to higher purchase intentions among internet
customers (Alshare et al., 2019).

6. Conclusion

Worldwide, but especially in Vietnam, e-commerce is rapidly expanding in
popularity. Creating an online storefront is a goal of almost every retailer nowadays.
Although consumers gain, there are risks associated with online shopping, especially
regarding their private information. One may argue that the key to this kind of firm's
success is ensuring its customers' confidentiality. Online safety concerns are a major
roadblock to using the Internet as a promotional tool. Numerous studies show that
customers' worries about the security and privacy of their transaction data discourage
them from making purchases online. According to the experts, system security issues
are the top concern of online buyers since other parties might snoop on their personal
information. This instance demonstrates that purchasers lack confidence in online
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vendors since they do not meet face-to-face like when buying and selling via
conventional distribution methods. If clients' sensitive information is securely
guarded and protected, the time it takes to create confidence in this paperless, face-
to-face business environment will be much shorter.

This study has stated that a business's privacy information practice significantly
impacts online customer trust and behavior. Specifically, if customers are well aware
of the ability to enforce their privacy policies, they will increase their trust and lead
to purchase intentions on e-commerce sites. In addition, businesses that implement
good privacy protection policies also directly increase consumers' purchase intention.

To ensure the security of consumers' personal information, businesses must first
act fairly and honestly in their operations, and their websites must provide an easily
accessible part detailing the company's background and policies. Businesses need to
safeguard their customers' privacy by giving them control over who can see their data,
what they can see, and what they cannot see via individual accounts. The prevention
of data loss is the goal of information security. However, to prevent client information
exploitation, companies must employ a suitable security mode in customer
transactions, record information on unusual activities and transactions in the system,
and guide customers when providing information. E-commerce businesses must
continuously improve their executives' management and professional skills to carry
out these tasks effectively. Most importantly, these businesses' upper management
must foster an environment where the security of their customer's personal
information is consistently prioritized.

Legal issues like system policies, regulations, and human factors; organizational
issues like auditing electronic data processing, management, and perception; and
technical issues like cryptographic techniques, network security, and smart card
technology make up the primary research domain of information security. Therefore,
this study's findings may pave the way for future research that further investigates
how information security affects the habits of online shoppers.
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