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Abstract. Nowadays the energy consumption is increasing drastically in the 

world, many factors are determining the need for it. The important factors vary 

from socioeconomic to the increase of the population. Due to the aforementioned 

factors, the need for the energy security and efficiency assurance is becoming very 

essential to secure energy resources in the world in general and in the developing 

countries specifically. A qualitative research was conducted in this article to find 

the newest resources determining the need for ICT implementation in energy 

security and efficiency. This article will identify and evaluate how information and 

communication technologies contribute to the energy security and efficiency 

assurance.  
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1. Introduction

In the modern context, the energy crisis has been observed to be one of the major 

emerging issues due to its rising demand as well as reducing supply. The reason 

behind the energy crisis is the limited availability of oil resources along with the 

restricted supply due to the geographical barriers along with political conflicts 

(McKillop, 2008; Williams & Alhajji, 2003). The growing concern of energy crisis 

is also due to its over-consumption, rising population of the world, poor infrastructure 

for its efficient & effective management, and unexplored renewable energy options. 
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It also includes a delay in commissioning of power plants and excessive wastage of 

energy by the consumers. It is also due to the poor distribution system, especially in 

the rural areas, the occurrence of major accidents & natural calamities, the breakdown 

of wars, and attacks along with the imposition of higher taxes among others (Armaroli 

& Balzani, 2007; Mensah-Bonsu & Oren, 2002). Additionally, the energy crisis 

severely affects the economy, as it restricts the operational process of industries, 

thereby causing unemployment to a certain extent. It further increases the expenditure 

of daily life of the people, thus affecting the society. It influences to use energy, which 

causes pollution, thereby affecting the environment (Kilian, 2008; Lee & Ni, 2002). 

However, there are arguments that the use of Information and Communications 

Technology (ICT) supports in energy management. In this context, ICT is the use of 

all possible technologies for the purpose of telecommunication, development of 

intelligent management system, broadcasting of media, audiovisual processing, and 

network-based information processing (Wang & Woo, 2007; Chapelle, 2003).  

The above-mentioned background information motivated in conducting research 

to identify and assess the way ICT can be used in energy security as well as efficiency. 

In this regard, the rationale behind conducting this research has been to identify and 

evaluate the positive effects of implementing ICT for reducing the technical problems, 

lowering the cost, maintaining energy management security, and assuring efficiency. 

Further motivation has been gained from the fact that this study attempted to 

determine and evaluate the ways through which the energy problems in the 

underprivileged nations can be mitigated.  

The causes of energy crisis involve its rising population, overconsumption, poor 

infrastructure, excessive wastage, unexplored renewable energy options, poor 

distribution system, and occurrence of wars & attacks. This also includes natural 

calamities along with the imposition of higher taxes among others. Energy crisis 

results in high inflation, industrial slowdown, unemployment, and poverty. Thus, 

energy security and efficiency assurance are important for the social, economic, and 

environmental development. In this context, ICT plays a crucial role in 

communication and information processing.  
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Based on the aforementioned background information and rationale for the 

research, a specific research aim to identify and evaluate how ICT contribute to 

energy security and efficiency assurance has been depicted. Following research 

objectives framed for this study:  

⚫ To tackle the intervention of ICT in energy management security and 

efficiency assurance 

⚫ To identify and evaluate the positive effects of implementing ICT in reducing 

the technical problems in energy management security and efficiency 

assurance 

⚫ To find and analyze the positive effects of the implementation of ICT in 

reducing the cost of energy management security and efficiency assurance 

⚫ To identify and evaluate the positive effects of implementing ICT in 

maintaining efficient and effective energy supply 

⚫ To identify and assess the ways through which the energy problems in the 

third world countries can be addressed  

To attain the aim of the research, the qualitative method has been used, wherein 

secondary data were extensively utilized. These data were then analyzed in a 

descriptive qualitative way. The implementation of ICT will reduce the technical 

problems, lowers the cost, and maintain effective energy management security as well 

as efficiency assurance. This will largely support the third world countries to 

overcome the issues of the energy crisis.  

2. Literature Review 

One of the major causes of the energy crisis is its increasing demand in the global 

context. Contextually, the increasing demand has also been due to the rising 

population throughout the world (Coyle & Simmons, 2014). The underdeveloped 

nations such as Pakistan face financial issues with reduced cash flow. Hence, this, in 

turn, affects the supply of supply of energy (Qasim & Kotan, 2013). The growing 

concern for the environment protection from the use of fossil fuel has resulted in the 

restriction in its consumption (Festus & Ogoegbunam, 2015). Climate change in the 
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global context has also led to the growing concern for environmental protection 

(Pathak, 2014). In addition, the poor infrastructure has also been the reason for the 

global energy crisis, which increases the production cost as well as complexity 

associated with it (Coyle & Simmons, 2014). Moreover, the wastage of energy has 

been a common phenomenon in both urban and rural areas, which, in turn, causes its 

crisis at the time of requirement (Pathak, 2014). In Pakistan, the energy distribution 

system is poor due to the lack of proper infrastructure. Hence, due to this particular 

reason, the country faces a crisis in both rural and remote areas (Qasim & Kotan, 

2013). During wars, especially evident from World War II, there have been severe 

international political conflicts, which resulted in an energy crisis in some nations 

(Coyle & Simmons, 2014). Natural calamities also affect the supply chain process, 

especially in the case of oil pipeline burst due to which energy cannot be distributed 

to the destination. The heavy taxes on oil and automobiles causes energy crisis to a 

certain extent (Coyle & Simmons, 2014).  

The phenomenon of energy crisis adversely affects people all round the world 

(Festus & Ogoegbunam, 2015). Energy crisis results in higher inflation rate along 

with the increase in the price of goods and services. It also leads to uncertainty in the 

economy of the respective nation (Mbunwe, 2014). It results in increased level of 

unemployment rate within the nation, which is mostly due to the insufficiency of 

energy for running the industries and plants, which ultimately increases poverty 

(Festus & Ogoegbunam, 2015). Energy crisis results to political conflicts, not only in 

the international context but also at a domestic level. The rising fuel price, inflation, 

unemployment, and poverty influence the public to revolt against the government 

(Whitford, 2016). Energy influences people to use sources that cause pollution. Thus, 

it severely threatens the global climatic change (Manieniyan, Thambidurai, & 

Selvakumar, 2009). Energy crisis results into the devaluation of the domestic 

currency, reduction of foreign reserve, and a rise in lending rate. It affects the 

infrastructural growth as well as insufficiency of funds cause the government to 

prepare a low budgetary plan for social development (Festus & Ogoegbunam, 2015).  

Energy security and efficiency assurance is highly important for economic growth 

as well as development along with its sustainability in the long run. It leads to 
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industrial growth, which in, turn, increases employment and the purchasing power of 

the people. It significantly contributes to reducing the inflation rate as well as poverty 

among people (Stošić-Mihajlović & Trajković, 2018). Moreover, energy security and 

efficiency assurance is crucial for saving the planet, as it reduces pollution and carbon 

footprint along with the lowering of the possibility of climate change (Volyand, 

Woodman, Hook, Reece, & Fagan, 2010). Energy security along with efficiency 

assurance leads to the welfare of the society, as it promotes industrialization and 

establishes modern societies. It also ensures the development of a clean and healthy 

environment for the people (Bokor, 2013). Besides, energy security and efficiency 

assurance leads to a reduction in the operational costs of the respective companies 

(Mechtenberg, 2009).  

In the present context, ICT plays a crucial role in all aspects, thereby contributing 

to the betterment of the life of people (Sharma, Gandhar, Sharma, & Seema, 2011). 

ICT largely supports in enhancing the knowledge of the people throughout the world 

regarding various aspects. Thus, people by using this gained knowledge can 

contribute to own betterment in several fields (Luić & Glumac, 2009). ICT in the 

modern day context is mainly used in learning. It involves the presence of various 

technologies, which can be used for learning. This includes the internet, extranet, 

intranet, TV audio-videotape, and CD-ROM among others, wherein information are 

stored. Hence, the individuals can use conveniently this information for self-learning 

(Sharma, Gandhar, Sharma, & Seema, 2011). The role of ICT is in improving the 

interactive learning of people, which is especially through PowerPoint, Excel, Access, 

animation, and graphics among others. Apart from the improved learning scope from 

the use of ICT, it also plays a role in enhancing problem-solving and decision-making 

skills. Thus, ICT can be used for effective problem solving along with decision 

making of the various issues related to people. This also implies the issue energy 

crisis can be solved as well as effective decisions can be taken for the energy security 

and efficiency assurance (Sharma, Gandhar, Sharma, & Seema, 2011).  

The role of ICT in using Emerging Learning Technologies (ELT) such as blogs, 

podcast, and wikis among others supports in enhancing one’s knowledge (Sharma, 

Gandhar, Sharma, & Seema, 2011). The role of ICT in improving business practices 
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through improved communication and coordination with all the stakeholders. 

Additionally, it supports in the effective decision making and problem solving of the 

business by successfully using and analyzing the available information (Luić & 

Glumac, 2009). The online buying and selling of goods and the conducting electronic 

business activities have been feasible through the development of ICT. This helps in 

enhancing the business efficiency along with reducing cost. Thus, it offers similar 

scope to the energy producing and dealing companies to lower the cost and enhance 

efficiency (Luić & Glumac, 2009). ICT is crucial for enhancing the human resource 

management (HRM) and customer relationship management (CRM). Hence, this, in 

turn, leads to the improved satisfaction of employees as well as the customers, thereby 

benefiting the respective business (Singh, 2016). Moreover, ICT plays the role of 

conducting e-governance, which, in turn, ensures the effective implementation of the 

policies. Thus, the government can effectively implement energy security and 

efficiency assurance policies (Luić & Glumac, 2009).  

3. Research Methodology 

In order to successfully attain its aim of this research, a qualitative approach has been 

used. This is owing to the nature of the research, which can be effectively conducted 

by the qualitative method. The research attempted to identify and analyze the ways 

through which ICT contributes to energy security and efficiency assurance. Hence, 

this can be attained through the use of secondary sources and are analyzed in a 

descriptive way. Besides, the use of a qualitative approach can be justified by stating 

that it led to the in-depth analysis. From the perspective of a researcher, it also 

enhanced the understanding of the subject matter. In addition, it further ensured that 

the research outcome to be aligned with the research aims along with the research 

objectives (Smith, 2015; Maxwell, 2012; Giorgi, 2009).  

In this qualitative research, the data were collected from credible secondary sources. 

In this context, it mainly included scholarly journal articles and books. The reason 

behind such consideration is that the scholars, as well as the authors, have extensive 

knowledge and experience about a specific topic of research. They also have good 
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research and analytical skills, thus the findings in these sources are highly reliable in 

nature. Besides, the scholarly journal articles and books that were published within 

the past 10 years, i.e. from 2009 to 2018 were considered for the research. This is for 

ensuring that the research outcome obtained from this study is relevant to the present 

day context. Thus, the collected secondary data ensured that the research to be reliable, 

relevant, and valid, which, in turn, assured its success (Quinlan, Babin, Carr, & 

Griffin, 2018; Lillis & Curry, 2013; Gratton & Jones, 2010).  

The collected credible secondary data has been analyzed in a qualitative way. The 

secondary data were interpreted on a logical basis from the perspective of a researcher. 

The data were further illustrated in a descriptive way, which aligned with the research 

aim along with the research objectives. This, in turn, ensured the attainment of the 

desired outcome. The information collected from one source was verified as well as 

justified with that of the others. This cross verification of the collected data led to the 

research triangulation. Thus, the eventual outcome obtained from the research has 

been highly reliable, relevant, and valid (Silverman, 2016; McDaniel & Gates, 2013; 

Ritchie, Lewis, Nicholls, & Ormston, 2013). 

In this study, all the possible ethical values of research have been integrated that 

are relevant. This has helped in ensuring greater acceptance of the research 

throughout the world, thereby reflecting its overall success. In this research, there has 

been no attempt to conduct plagiarism. In addition, it also did not involve the 

infringement of any copyright protection. The data from varied sources were read and 

further interpreted in the study in own language. The authors and scholars from whom 

the secondary data were collected were also acknowledged through proper citation. 

In addition, the study also focused on avoiding plagiarism. There has been no attempt 

to interpret the information collected in a biased way (Flick, 2018; Ritchie, Lewis, 

Nicholls, & Ormston, 2013; Miller, Birch, Mauthner, & Jessop, 2012).  

4. Discussion and results 
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4.1. The Positive Effects of the Implementation of ICT in Reducing the 

Technical Problems in Energy Management Security and 

Efficiency Assurance 

 

The implementation of ICT largely impacts and benefits with respect to energy 

management security and efficiency assurance. It significantly supports in reducing 

the technical issues in the energy management. In this context, it can be analyzed that 

ICT supports in improved communication between the stakeholders of energy 

producing companies. This, in turn, assists in addressing the quality issues. It further 

supports in conducting research as well as witnessing innovation for increasing the 

energy density. There has been a serious issue that the voltage of the electric power 

has been relatively low in many regions of the world. This can be addressed through 

the implementation of ICT. The energy sector also has the issue of mobility, 

especially relating to the transfer of oil from one region to the other. The instances of 

oil pipeline burst due to natural calamity or some criminal groups can threaten its 

security and efficiency assurance. In this regard, the use of ICT is highly effective in 

tracking whether there is any burst in the pipeline so that the repair can be done 

immediately. Through the use of ICT, the customers or any other stakeholder of the 

sector can inform to the respective authority regarding the occurrence of supply break. 

It can thus be effectively communicated through telephonic calling along with 

messages (Gubbi, Buyya, Marusic, & Palaniswami, 2013; Yan, Qian, Sharif, & 

Tipper, 2013; Gharavi & Ghafurian, 2011).  

The use of ICT is also helpful in finding new sources of energy through extensive 

research and employment of varied related technologies. Thus, it can help in 

overcoming the global challenges related to the energy crisis. It can also be evaluated 

that ICT can be effectively utilized for improving the infrastructure for efficient 

production, management, and distribution of energy all over the world. The energy 

sector has also been facing the issue of excessive wastage, which, in turn, causes the 

crisis to a certain extent. In this regard, the use of ICT is extensively effective, as it 

leads to the identification of the areas, which generates wastage. The use of various 
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ICT tools can also be used for addressing the issue (Gubbi, Buyya, Marusic, & 

Palaniswami, 2013; Yan, Qian, Sharif & Tipper, 2013; Gharavi & Ghafurian, 2011).  

3.2. The Positive Effects of the Implementation of ICT in Reducing the 

Cost in Energy Management Security and Efficiency Assurance 

The use of ICT in the energy sector has also led to the reduction of the cost of energy 

management security and efficiency assurance. This has been apparent from the fact 

that ICT significantly contributes to the energy sector by increasing productivity as 

well as rationalizing the process. This, in turn, directly contributes to the reduction of 

the operational cost of the company. However, ICT further ensures that the reduction 

of cost does not affect the quality of the product or service, customer satisfaction, and 

revenue collection. Moreover, ICT involves technologies such as internet along with 

GPRS, which can be effectively used for tracking the performance of the energy 

supply chain process. The use of this technology is highly cost benefits with respect 

to energy management and energy efficiency process. ICT also involves the use of 

technologies such as radio frequency at relatively lower expenditure support in 

identifying the energy cost, the power use, and the generation of greenhouse gas 

(Amin, 2015; Clastres, 2011; Moslehi & Kumar, 2010).  

Additionally, another tool of ICT that offers cost benefit to the energy sector is the 

approach of video conferencing. In energy management security and efficiency 

assurance, the individuals included do not have to visit physically for resolving any 

issue or take decisions. They can, in fact, communicate through video conferencing 

technology, which is less costly as compared to the physical aspects. The use of ICT 

also supports in reducing the costs of the energy generation process as well as a 

reduction in carbon emission. Cloud technology is a crucial aspect in ICT, which 

supports in the decreasing the cost in the automation process for energy use. It also 

ensures storing energy relating data at a low cost (Amin, 2015; Clastres, 2011; 

Moslehi & Kumar, 2010).  

3.3. The Positive Effects of the Implementation of ICT in Maintaining 

Efficient and Effective Energy Supply 
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The implementation of ICT technology also supports in maintaining efficient along 

with effective energy supply, which, in turn, contributes to the betterment of the 

people. It also involves effectively lowering and controlling energy consumption. The 

use of ICT technology leads to efficient saving of energy and user optimum 

convenience in energy usage. It leads to the development of infrastructure that, in, 

turn contributes to the effective energy supply. Cloud technology is useful in the 

development of the green control station, which involves the presence of renewable 

energy. It involves the supply of energy for a long-term, which is unlike in case of 

non-renewable energy sources that are limitedly available. In addition, micro electric 

components when involved with ICT support the effective heat management. 

Contextually, the heat can be effectively controlled as per the requirement through 

the use of ICT, which particularly involves cloud and internet technology. 

Additionally, ICT technology further includes sleep mode or auto start process 

controlled by internet technology. Thus, it ensures effective supply of energy. It also 

reduces the wastage of energy, which, in turn, reflects the improved efficiency of the 

sector. The ICT system supports ineffective tracking as well as calculating the energy 

supply process, which further assists in attaining real time feedback (Laudon, K. C. 

& Laudon, J. P., 2016; Ehsan & Hamdaoui, 2012; Watson, Boudreau, & Chen, 2010).  

3.4. Ways to Address the Energy Problems in the Third World 

Countries  

The third world countries have been facing major issues of an energy crisis due to a 

lack of effective infrastructure along with insufficient fund. However, this issue can 

be resolved by the application of ICT. The use of ICT in the third world countries 

would facilitate in gaining along with assessing information, which, in turn, 

contribute to conducting innovation in the energy sector. This, in turn, leads to an 

increased generation of energy as well as its efficient distribution throughout the 

nation. The wastage of energy has been a common issue in the underdeveloped, which 

can be addressed by the implementation of ICT. In addition, ICT involves tracking of 

the energy performance and identifying, wherein there is wastage of energy. The 

immediate addressing of the issue leads to the cost saving of the energy sector. This 
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is extremely crucial from the perspective of a third world nation. The use of ICT in 

the energy sector in the third world nations leads to the improvement of the 

infrastructure, which has been the major issue prevailing in these countries. The 

infrastructural development contributes to the increased energy. In the third world 

nations, ICT can also be used to aware people regarding the importance of saving 

energy and the ways it can be conducted by consumers. The use of ICT in the third 

world nations would result in the improvement of environment and the health of 

people therein, as it promotes reduced carbon emission (Giddens, 2018; Action, 2013; 

Brew-Hammond, 2010).  

5. Conclusions & Recommendations 

Based on the overall discussion, it is apparent that ICT significantly contribute to 

energy security as well as efficiency assurance. It supports in overcoming the 

technical issues in energy management along with, maintaining efficient, and 

effective energy supply and reduction of the cost. It mainly involves the use of cloud 

and internet technology, radio frequency, GPRS, various software, and hardware 

along with the computerized processing of several related information. Thus, it 

largely helps the underdeveloped countries in mitigating the issue of the energy crisis. 

The improved communication through the integration of ICT assists in immediately 

addressing the supply chain issues of the energy sector. It also assists in reducing 

wastages, thereby contributing towards reducing the involved costs along with the 

greater maintenance of higher efficiency and energy security. ICT also supports in 

conducting of innovation that supports in the identification of new efficient energy at 

reduced cost. Moreover, ICT assists in improving the infrastructure in the energy 

supply process. This, in turn, ensures that energy is available at all places in the region. 

The integration of ICT also helps in promoting the use of renewable energy 

throughout the world. It ensures the protection of the environment along with the 

maintenance of people’s health, as it involves reduced carbon emission.  

Based on the findings of this study, it is recommended that all the nations 

throughout the world including the underdeveloped countries must integrate ICT. 
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This, in turn, would support in overcoming the energy crisis. It is particularly 

recommended to the energy sector that it should extensively use internet and cloud 

technology, GPRS, radio frequency technology along with the use of varied software 

and hardware for effective management of energy security and efficiency assurance. 

It will largely contribute to the further development of the global economy, society, 

and environment. Besides, this study is recommended to the future researchers in 

further researching on how ICT can be used for energy security along with efficiency 

assurance. It is recommended to the future researchers that they can use this study as 

a secondary source, which involves the presence of recent as well as relevant 

information.  
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